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1 Basics
Host & Interface
•Hosts are computers/machines//individual systems.
•Each host can have one or more network interfaces
•Each interface represents a connection to a different physical
network
•Each interface can have One Hardware address (MAC address).
•Each interface can have multiple IP addresses.
•Each host (machine) can have one routing table.
•Software Loopback interface: which does not have hardware
associated with it, and does not require a physical connection to a
network and is used for the communication of network applications
hosted in the same system.
•Loopback IP address: is a special IP address, 127.0.0.1,
reserved for use with the software loopback interface of the
network card. For example it can be used to open the home page
of web server installed on the same machine.



2 ifconfig for Determining Network Interfaces  

● ifconfig is short for Interface configuration, it  prints information about available 
interfaces and their configuration.
● The MAC address will be listed next to Hwaddr
● The IP address will be listed after inet addr



3 ifup / ifdown Commands
● Can be used to bring the interface up and down



4 Assigning Temporary IP Address
Changes made with ifconfig are not permanent (do not modify interfaces file).
Function: Configure network interface parameters
Syntax: ifconfig [-AaC] [interface] [address_family] [address [dest_address]] [parameters]
Examples

$ sudo ifconfig enp0s3 inet 10.0.2.17  netmask 255.255.255.0
$ ifconfig



5 Address Resolution Protocol (ARP) 

Address Resolution Protocol (ARP) discovers the hardware (MAC)
address associated with a particular IP address on other computers in
the network.
The ARP Table keeps a list of each IP address and its matching MAC
address.
The ARP Table is dynamic, but users on a network can also configure a
static ARP entries containing IP addresses and MAC addresses.
The arp command show ARP table, adds or deletes entries, and
flushes the table.
arp command options:

Command Action
arp -a displays the arp table entries

arp  -s  hostname  hwaddr manually create an arp address mapping entry
arp  -d  hostname remove any entry for the specified host



How ARP Protocol Works
(not required in the exam)



6 Displaying and Setting the Hostname 

•To display the hostname in Linux use below commands 
$ hostname 
$ uname –n

•To change hostname use below command
$ sudo hostname <newhostname>



7 DNS hostnames 
● DNS hostnames: human-readable name which can be resolved to an
IP address
● Uniform Resource Locator (URL) is the address of a resource on the
Internet and the protocol used to access it.
● Fully Qualified Domain Name (FQDN): is the complete name for a

specific host on the internet. Example is: www.google.com
FQDN contains:
● TLD (Top Level Domain): examples are: .com, .net, .org,
● Domains: below (to the left of) TLD
● sub-domain: below (to the left of) the domain



DNS Query Example 
(not required in the exam) 



8 DNS Troubleshooting 

nslookup is a command-line administrative tool for testing and 
troubleshooting DNS servers (Domain Name Server). It is 
used to query specific DNS resource records (RR)



9 The /etc/hosts file 

/etc/hosts – is a file contains a list of IP addresses and 
associated hostnames. 
Format: Each line in hosts file will correspond to one IP 
address entry followed by associated hostname.

So you can refer to the host 10.0.2.2 by name mygateway
/etc/hosts is local to your Linux system. It does not 
propagate to the rest of the network. 
In Linux by default the system looks at hostnames in files then 
DNS



1 0  D y n a m i c  H o s t  C o n f i g u r a t i o n  P r o t o c o l  ( D H C P )  

● Dynamic Host Configuration Protocol (DHCP) is a network
management protocol used to automate the process of configuring
devices on IP networks
● DHCP servers assign IP address configuration to DHCP Clients
(IP Address, netmask, gateway, DNS servers)

●Each IP is "leased" from the pool of IP addresses the DHCP server
manages.
● The lease expiration time is configurable on the DHCP server.
(1hr, 1day, 1 week, etc.)
● The client must renew the lease if it wants to keep using the IP
address. If no renewal is received, the IP is available to other DHCP
clients.



How DHCP Works Diagram 
(not required in the exam)



11 Starting and Stopping Services

● To start a Linux service, use the start command. If you are running as a non-root user, you
will have to use sudo since this will affect the state of the operating system. The command
is:

sudo systemctl start application
Example:

To stop a service use below command. Stopping a service with this command is temporary,
and the service will not start automatically in the next boot (if not enabled)

sudo systemctl stop application
Example:

To check the status of the service use below command:
sudo systemctl status application
Example:



12 Enabling and Disabling Services

● To tell Linux to start services automatically at boot, you must enable them. This will
not start the service immediately, but the service will start automatically at next boot.
To start a service at boot, use the command:

sudo systemctl enable application
Example:

● To tell Linux to not to start services automatically at boot, you must disable them.
This will not stop the service immediately, but the service will not start automatically
at next boot. To disable a service at boot, use the command:

sudo systemctl disable application
Example:



13 Testing Connectivity with Ping 

ping sends ICMP ECHO_REQUEST packet to a host in order to check if 
destination host is reachable

Format: 
ping HOST 
ping -c COUNT HOST 



14 The netstat Command
netstat command shows network status. It has below options:
-n Display numerical addresses and ports.
-i Displays a list of network interfaces.
-r Displays the route table.
-p Display the PID and program used.
-l Display listening sockets.
Examples are:



15 Packet Sniffing with tcpdump 
tcpdump monitoring sent/received data for each connection.

tcpdump options:
-n Display numerical addresses and ports. 

-A Display ASCII (text) output. 

-v Verbose mode. Produce more output. 

-vvv Even more verbose output. 

Example is:



LAB 07 
Linux Networking



LAB 07 : Linux Networking
Practice with each command below:
TEST 1) Test the command   ifconfig
TEST 2) Using nano tool edit the /etc/hosts and add the entry
8.8.8.8 mydns
TEST 4) Test the commands ifup, ifdown on interface enp0s3
TEST 5) Test the tool nslookup and find the DNS record of www.tiu.edu.iq
TEST 6) Test the arp command with options: -a
TEST 7) Install the web server application apache2
TEST 8) Using firefox as a web client, clear firefox history, then open home page of 

appache2 using loopback address 127.0.0.1
TEST 9) Stop apache2 service, and repeat TEST 8
TEST 10) Start apache2 service, and repeat TEST 8
TEST 11) Disable apache2 service, reboot, and repeat TEST 8
TEST 12) Enable apache2 service, reboot, and repeat TEST 8
TEST 13) Test the netstat command with options: -n , -r
TEST 14) Open two terminals in First one run the command 
tcpdump  -i enp0s3
In the second terminal run the command 
ping –c 2 mydns


