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Windows History
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Marlket share

Desktop OS Market Share (Till Jun 2023)
Windows Desktop > 70%
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Server OS Market Share (in 2022)
Windows Server < 25%

Server Operating System Market,

By Type (%) In 2022
B Windows 2008 Server standadrd R2 64 Bit

® Windows 2003 Server standadrd

¥ Windows 2008 Server web R2 64 Bit
Windows 2008 Server Web

M Debian 6 (Squeeze) 64 Bit

M Debian 5

m Debian 6 64 Bit

m Debian 6

M Ubuntu 12.04 LTS

m Centos 6 C Panel 64 Bit

® Centos 5cPanel

* Source: https://www.maximizemarketresearch.com/



Timeline of Windows (not required in the exam)
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MS-DOS (Microsoft-Disk Operating system)

* It was the Microsoft-marketed version of the first widely-installed
operating system in personal computers.

It was essentially the same operating system that (Bill Gates's)
young company developed for IBM in 1981.

* It is a non-graphical line-oriented, command driven, single-user,
and single-tasking operating system,

Enter today’s date (m—d—y): 08-04-81

The IBM P 1 Computer DOS
Uerzion 1.00 (C)Copyright IBM Corp 1981

Arxdir =.com
IBMEIO COM 1920 07-23-81
IBMDOS COM a8-13-81
COMMAND COM 08-04-81
FORMAT COM 08-04-81
CHEDSE COM 08-04-81
5¥s8 COM 08-04-81
DISKCOFPY COM 08-04-81
DISKCOMF COM 08-04-81
COM 08-04-81
COM 08-04-81
COM 08-04-81
COM 08-04-81
COM 08-04-81
08-04-81
08-04-81
BASICA 08-04-81
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Windows 1.0to 3.0
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Windows 9x

Windows 95:

* Introduced the taskbar, the 'Start' button,
and the way the user navigates

 Moved to multitasked 32-bit architecture

* support for mixed-case long filenames.
Windows 98:

* Improved power management, network
management, and USB support

* Added Standby and Hibernate modes

Windows ME:

* Introduced a System Restore feature, and
improved digital media and networking
tools

* Criticized for speed and stability issues

LTINS E-Reea | -8 s



Windows NT and 2000

Windows NT Workstation:
* Designed from scratch.

e Portability to  multiple  processor
architectures, as well as higher security
and stability

Windows 2000 Workstation:

* Added new features like
* NTFS (New Technology File System) 3.0,
* Microsoft Management Console (MMC),
* Active Directory

* A number of new assistive technologies
to support for people with disabilities
were introduced.

i’slartl“ & =3 H % Getting Started with ... §- 1zsspm




Windows XP, Vista and 7

Windows XP:

* Improved taskbar and ‘Start’ menu, better
networking features

* Product activation to reduce software piracy.

Windows Vista:

* Introduced Windows Search, Windows Aero,
Windows Sidebar, Shadow Copy

* Integrated Speech Recognition

* Lack of compatibility with some pre-Vista
hardware and software
Windows 7:

e Support for virtual hard disks, better multi-core |.
processors performance.

* Improved touch and handwriting recognition.




Windows 8 and 10

Windows 8:
* Heavier integration with MS online services.
* Faster startup through UEFI integration

 User interface focused on tablets users,
including a touch-optimized shell.

Windows 10:

* Return of ‘Start’” button, a virtual desktop
system, integration with Windows Phone

* Microsoft's intelligent personal assistant Cortana

Windows 11:
* Explained in Part 2




Windows Server Family

*It's a family of operating systems intended specifically for
managing and maintaining corporate and enterprise environments
(networks and applications).

* Several editions are available, each designed for different types of
organizations.

* It includes features and tools for managing and maintaining
networks, such as Active Directory and Group Policy.

* It can host a variety of applications and is scalable and flexible.

Windows
Server 2022




PART 2
Windows 11
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Windows 11 Overview

Microsoft Windows 11 is designed to boost employee
productivity and encourage team collaboration. It’s also built
to be more secure than previous versions of Windows, and to
deliver a more consistent experience for users on the front
end and IT staff on the back end.

It's more of an evolution of Windows 10. Featuring a fresh
look (and a different look at startup), Windows 11 is still
consistent with Windows 10 to give users and IT a predictable
experience.

Windows 11 also delivers the security and management
features needed for hybrid work. It can be deployed alongside
Windows 10 devices without interrupting business
operations.



Windows 11 Hardware Requirements

Processor: 1 gigahertz (GHz) or faster with at least two cores
on a compatible 64-bit processor or system on a chip (SoC).

RAM: 4 gigabytes (GB) minimum.

Storage: 64 GB or greater available disk space. - Additional
storage may be required to download updates and enable
certain features.

Graphics Card: Compatible with DirectX 12 or higher, with a
WDDM 2.0 driver.

System firmware: UEFI, secure boot

TPM: Trusted Platform Module (TPM) version 2.0
Display device: HD (720p), 8 bits per color
Internet Connection



Windows 11 Security

Microsoft has built security into the functionality right at the ground level
by developing baseline systems to help mitigate threats and block them
before they become a risk to your company.

Trusted Platform Module: is a security chip that can be embedded in a
laptop or plugged into most desktop PCs. It’s basically a Iockbox for
encryption keys, windows can use to boost its security.

Virtualization-Based Security: Kernel Data Protection that makes Kernel
Memory read-only, which protects Windows Kernel Drivers from being
tampered with.

Application Guard: For Microsoft Edge, Application Guard helps to
isolate enterprise-defined untrusted sites, protecting the organization
while the employees browse the Internet.

Credential Guard: is the local security authenticator authority subsystem
and a virtual container. It stops attackers from dumping credentials.



Windows Server 2022 Editions

1 Windows Server 2022 Standard: The most popular option for
most businesses. Requires User or Device CALs to be purchased
separately.

dWindows Server 2022 Datacenter: For highly virtualized
environments typically found in the datacenter.

dWindows Server 2022 Essentials: A popular option for small
businesses or branch offices, Essentials is limited to a maximum
of 25 users and 50 devices. Restricted to single-CPU servers with
10 or fewer cores.

JWhat are CALs?

e A Client Access License (CAL) is a license to allow either a user
or a device to access a Windows Server domain.

 Typically if you have more devices than users, it is best to license
the users - and vice versa - if you have more users than devices,
it's better to license the devices.



Future Trends of Windows

Cloud-Powered Operating System: users can
access their personalized Windows experience
from any device, regardless of its hardware
specifications.

Enhanced Integration with Al: We can expect
Windows to be equipped with Al-driven features,
such as intelligent personal assistants, enhanced
security measures, and improved productivity
tools.

Enhanced Security and Privacy: advanced security
features, including built-in encryption, secure
boot, and real-time threat protection.




PART 3
Windows Registry

. REGEDIT.EXE

Windows Registry




What is Registry?

* The Registry is a database file used by the Windows OS
to store hardware and software configuration
information, user preferences and setup information.

*The registry is used by all windows operating systems
that followed Win95.

*The correct registry is essential for correct windows
performance and functioning, this is why the registry is
usually attacked by viruses and other malicious
software.



Registry vs. File System

* The registry is analogous to a file system.

File system:

e Folders: contains other
folders or files

Server » C: » Windows » FolderWithSubfolder » FolderWithSubfolde]

v am C: . FolderwithSubfolder
v Windows FolderWithoutSubfolder
v FolderWithSubfolder /- filel.pdf
v FolderwWithSubfolder # file2.jpg

> FolderWithSubfolder
FolderWithoutSubfolder
FolderwithoutSubfolder
FolderWithoutSubfolder
> Temp
FolderWithoutSubfolder

> wm D! =

Registry:

* Keys have inside them

either other keys or

name/value pairs.

' Registry Editor

Eile Edit View Favorites Help

= & My Computer
& (3 HKEY_CLASSES_ROOT
@[3 HKEY_CURRENT_USER
= 3 HKEY_LOCAL_MACHINE

(11 HARDWARE

& (1] SYSTEM
(2 HKEY_USERS
=3 HKEY_CURRENT_CONFIG
= [ Software
(13 Auto Intuit Internal Printer on ARIANES
= Fonts |
(23 Intuit Internal Printer
i+ [0 Microsoft
= (3 System

My Computer\HKEY_CURRENT_COMNFIG\Software\Fonts

Name

[2B) (Default)

[2B] FIXEDFOM.FON
[BFoNTS.FON
29 LogPixels

[a8) oEMFONT.FON

REG_DWORD
REG_SZ

Data

(value not set)
vgafix.fon
vgasys.fon
0x00000060 (96)
vgaoem.fon




Registry Structure

* Registry has five top level branches or Hives:

HKEY_CLASSES ROOT: Contains file types and OLE information
for all OLE-aware applications

HKEY_CURRENT-USER: Logged in user name, desktop, start
menu

HKEY_LOCAL_MACHINE: Hardware, software, preferences for
all users

HKEY_USERS: Individual preferences for each user, represented
by Security ID (SID)

HKEY_CURRENT_CONFIG: Links to part of KEY_LOCAL_MACHINE
for current hardware

i’ Registry Editor

B My Comp Name Type Dat
# {1 HKEY_CLASSES_ROOT b (Defa REG_S5Z (val
. . . . . + (] HKEY_CURRENT _USER SBIFIXEDFON.FON  REG_SZ vgafi
Object Linking and Embedding (OLE): is a e mane o ==, e
. 5 1 54M ] DEMF REG_SZ vgaoem.fon
mechanism that allows users to use one - smmy
application to edit documents containing S o coes
objects created by other applications. g
W-Cnmaute_r'.nnE;_EIIRF-t.EIF_éI’.-)riF[.GTSEmreT-_Fu-nts




Typical Registry Entry

' Registry Editor

File Edit View Favorites Help

- {1 {6083A37E-EBBA-4820-BDGF-FIF4690 A ame Type Data

@[ {6099DFA1-543F-4CEQ-ADBF-6557602 || (ab] Default) REG_SZ c:\5U\CSE775\CODE\inproc_Ex1'\companent\Debug\companent.dl

% [ {609h7e3a-ca18-11d1-aa5e-00c04fa3!

- @] {60A0863A- 11FD-4080-B50E-ABE184F

- ] {60C03587-3188-4002-B0AG-B3I04F DB
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B rocsener s y
- {3 ProgD

[ VersionIndependentProglD
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- @] {60F6E465-4DEF-11d2-B2D9-00C04F8|

I .i.D {60F6E466-4DEF-11d2-8209-00C04F8|

] {60FGE467-4DEF-11d2-B2D9-00C04F8|

i (1] {60fd46de-f830-4894-3628-6fa81bc0L

- ®{ {610037EC-CE06-11D3-93FC-00805F8

- ®{ {610F1810-0928-4bc-A634-241AC47)

: |:C| {612AB624-0FB3-11CE-8747-52415341

% ] {61248628-0FB3-11CE-8747-5241534¢

- ] {6131A8EC-78CE-11d2-A3F2-3078302 3

L T Frasmmam Al AR AmA s AEEeA LA

{ | ¥

My ComputeriHKEY LOCAL_MACHINE\SOFTWARE'\Classes\CLSID\{60C1BA75-6F8F-47CF-93DA-4263C638208A  InprocServer32




PART 4
Active Directory

Active Directory

/ Directory service functionality

.
¢ Organize

« Manage

><‘: Resources

« Control
—

Centralized management

¢« Single point of administration




Active Directory Overview

Active Directory is Microsoft Directory Service which Contains

Information of all User Accounts and Shared Recourses on a
Network.

Initially released in 1999 with Windows 2000 Server.
Functions of Active Directory:

1. Provide a centralized management tool for Network
Administrators.

2. Act as an abstraction layer between users and shared
resources

3. Users make use of it to find shared resources.



Active Directory Features

1) Hierarchical organization: enables administrators to organize
users and network resources to reflect the organization structure.

2) Centralized but distributed database: All network data is centrally
located, but it can be distributed among many servers for fast,
easy access to information from any location. Automatic
replication of information also provides load balancing and fault
tolerance.

3) Scalability: Advanced indexing technology provides high-
performance data access even if there are millions of objects.

4) Security: secure authentication protocols with fine-grained access
controls enable administrators to control access to each directory
object and its properties.

5) Flexibility: new objects can be added for a customized solution.

6) Policy-based administration: Administrators can define policies to
ensure a secure and consistent environment for users.




Active Directory’s Physical Structure

 AD Physical structure consists of sites and servers configured as
domain controllers.

 AD SITE is simply a physical location in which domain controllers
communicate and replicate information regularly

 Each Domain Controller (DC) contains a full replica (copy) of the
objects that make up the domain and is responsible for:
* Storing a copy of the domain data
* Replicating changes to other domain controllers
* Providing search functions for users
* Providing authentication and authorization for users
* Microsoft recommends at least two DCs in every domain for fault
tolerance and load balancing, named as:
* Primary Domain Controller (PDC) and
* Backup Domain Controller (BDC).



Installing New Domain Controller

. . TARGET SERVER
Deployment Configuration er e,

yment Configuration ,
- ™ Select the deployment operation
Domain Contrelier Options

DM5 Options

() Add & domain controller to an existing domain
® Add a new domain to an existing forest
Additional Options () Add a new forest

Faths

Cptions

Frereguisites Chack

Specify the domain information for this operation

Select domain type: Child Domain

Parent domain name: csmiech.local

MNew domain name: europe

Supply the credentials to perform this operation

csmtechadministrator

More about deployment configurations

ﬂpreumusH Mext = |
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Active Directory’s Logical Structure

*Four organizing components of Active
Directory:

*Organizational Units (OUs)
*Domains

*Trees

*Forests



Active Directory Logical Structure

o

Domain Domain

Tree




Organizational Unit (OU)

* The organizational unit (OU) is an Active Directory container
used to organize a network’s users and resources into logical
administrative units.

* An OU contains Active Directory objects, such as:

* User accounts
* Groups
e Computer accounts

* Printers

* Shared folders @ M
* Applications

* Servers

e Domain controllers

T @@ Comp1
Computer name Q Comp2

Computers

Description : -
: Attribute

Last name :
Logonname | | b ¥} John Doe

@
N K Attributes [I I:I |::>>@ Users value
* * Firstname |~ 17 | [#}w -.u

Users




Active Directory’s Logical Structure

* Domain - The core structural unit of an Active Directory which
contains OUs and represents administrative, security, and policy
boundaries. Small to Medium organizations usually have a single
domain.

* Tree is a grouping of domains that share a common naming
structure which consists of a parent domain and possibly one or
more child domains. Large organizations may have a Tree with
several domains to separate geographical regions or
administrative responsibilities.

* Forest - A collection of one or more Active Directory trees that
provide a common Active Directory environment. Merged
organizations may have a Forest with multiple existing trees.

e Al domains in all trees can communicate and share
information



Active Directory Tree
(not required in the exam)

| abc.com
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Management Tools for Active Directory
not required in the exam

& B| X =

Active Directory Users and Computers

3 =
. |-

T

File Action View Help
&= 2[E
B L Saved Cueries
4 33 M0Server2012.local
I+ || Builtin
I [ Computers
I 2| Domain Controllers
- || ForeignSecurityPrincipals
I || Managed Service Accounts
i Urers|
< | I!I

: Active Directory Users and Computers [¢| Mame

;_J Administrator
B2 Allowed RO...
43, Cert Publish...
42, Cleneable D...
82 Denied ROD...
H3, DenySales-G

-_‘E!,_Dnsﬁxdmins

H2, DnsUpdateP...
%2, Dormain Ad...
ﬁiDnmain Co...

82 Domain Users
H3, Enterprise A...
-.‘E{Enterprise R..
H2, Group Polic...
?. Guest

__a_,, Marketing1
H2, Marketing-G

42, Demain Con..,

42, Domain Gue...

42, Protected Us..,
> ||| 8% RAS and 1AS ...

Type
Uzer

Security Group..,
Security Group...
Security Group..
Security Group..,
Security Group..,
Security Group..
Security Group...
Security Group..,
Security Group..,
Security Group...
Security Group..
Security Group..,
Security Group...
Security Group..
Security Group...

Uzer
User

Security Group...
Security Group...
Security Group..,

Description

Built-in account for ad...

Members in this group c..
Members of this group ...
Members of this group t..

Members in this group c...

DMS Administrators Gro..,
DMS clients who are per...
Pecignated administrato...
All werkstations and ser...

All domain controllers i...

All dermain guests

All domain users

Decignated administrato...
Members of this group ...
Members in this group c...

Built-in account for gue,.,

Members of this group ...

Servers in this group can...
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Users, Computers and Groups

* User Account object contains information such as group memberships,
account restrictions, profile path, and dial-in permissions

* Windows Domain creates two built-in user accounts:
= Administrator: creates, deletes, and manages the accounts and passwords
= Guest

* Group object represents a collection of users with common permissions or
rights

* Groups are used to assign members permissions and rights which is more
efficient than assigning permissions and rights to each user separately.

 Computer Account object represents a computer that’s a domain controller or
domain member and used to identify, authenticate, and manage computers in
the domain.

j ] Active Directory Users and Computers - [ x
File Action View Help File: :Artion View: Help
| = HoaEBlz HE 22T E%
(B = = D = - P = (= 1 | | E @& = 3L | @ W (5] PN
e 2@ 0 XEBER BE 2eEaTER = .
i =] Active Directory Users and Computers [Lazy A || Name Hne T
= Active Directory Users and Computers [C| [:ECS o U= &l la-computer-1  Computer Test Computer
L Saved Queries N_:— i uter-10 Computer Test Computer
22 il O ame uter-12 Computer Test Computer
4 54 m' il L uter-19 Computer Test Computer
1] BaseQU uter-2  Computer Test Computer
P 2] Builtin Add to a group. i uter-20 Computer Test Computer
b ] Computers S rinal 15 uter-21 Computer Test Computer
b & Domain Controllers ?_, Judy Hom Move... ik 2 Computer Test Computer
J Bt dar S, Karen Kramp Send Mail i3 mputer-3  Computer Test Computer
b= g 9 5’_) Paula Etke il u Test Computer
b (=] ForeignSecurityPrincipals e All Tasks B8l computer's  Computer Test Computer
» 1 LostAndFound &, Shiew Tam-Yee % ls-computer-6 Computer Test Computer
—= ~ ut =l
B [ Managed Service Accounts < = IestEUmputer
= p Delete uf est Computer
b 2] Microsoft Exchange Security Groy &lla-computer-d  Computer Test Computer
=] NBC Rename
B -] Program Data =
b B S grtG Properties
=] Smart Groups
b ] System Help 3 <
b (37 TestGroups




Domain Security
(JEach user who wishes to access services on the network must
have a user account and password and set up within the domain.

JAD has the following security levels for each item under its control
for each user account:

1. no access.

2. read only.

3. read and write.

4. change access permissions for users.

37



Group Policy Object (GPO)

* GPO is a list of settings that administrators use to configure user
and computer operating environments remotely.
* Group policies functions are:
1. specify security settings,
2. deploy software,
3. configure a user’s desktop.
* When Active Directory is installed, two default GPOs are
created:

1) Default Domain Controllers Policy: for all domain controllers
2) Default Domain Policy: for all other users and computers.



Trust Relationships

* In Active Directory, a trust relationship defines whether and
how accounts from one domain can access network resources in
another domain.

* Trust relationships are established automatically between all
domains in the forest.

* When there is no trust between domains, no access across
domains is possible.

Resource Domain Accounts Domain
Trusting Domain Trusted Domain

Applications j_ (
II |
. Incoming User Accounts

o

=
Remote Desktops
O security Groups

File Shares

[} B (3




