
Lecture 7 : Hacking, Whistleblowing, and 
Digital Activism

CBS221/A : Ethics and Legal Issues in 
Cybersecurity

Week 8 : 23-27/11/2025

Instructor: Prof. Dr. Qaysar Salih Mahdi 

Tishk International University 

Faculty of Applied Science 

Cybersecurity Department



• - Explore ethical dilemmas in hacking,
whistleblowing, and digital activism.

• - Ethical Theories:

• Utilitarianism,

• Deontology,

• Virtue Ethics

• - Legal: CFAA, Whistleblower Protection Act

• - IEEE Code of Ethics
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What is Ethical Hacking? 

Ethical Hacking

The Certified Ethical Hacker (CEH) credentialing and provided by EC-Council is 

a respected and trusted ethical hacking course in the industry. Since the inception 

of Certified Ethical Hacker in 2003, the credential has become one of the best 

options for industries and companies across the world. The CEH exam is ANSI 

17024 compliant, adding value and credibility to credential members. It is also 

listed as a baseline certification in the US Department of Defense (DoD) Directive 

8570 and is a NSCS Certified Training.

Today, you can find Certified Ethical Hackers working with some of the finest and 

largest companies across industries like healthcare, financial, government, energy, 

and much more!
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What Does an Ethical Hacker Do?

An ethical hacker is a cybersecurity professional trained to identify and fix vulnerabilities in 
systems before malicious hackers can exploit them. They simulate real-world cyberattacks to 
assess risk and strengthen security posture.

•Ethical Hackers help organizations answer critical cybersecurity questions:

•What vulnerabilities could an attacker exploit?

•What systems or data are most at risk?

•What damage could an attacker cause with the compromised information?

•How many security layers detect or log the intrusion?

Ethical hackers learn and perform hacking in a professional manner, based on the direction 
of the client, and later, present a maturity scorecard highlighting their overall risk and 
vulnerabilities and suggestions to improve.

•What are the best ways to mitigate these vulnerabilities?

They operate under strict authorization, document their findings, and deliver a 
comprehensive risk and vulnerability scorecard along with actionable recommendations.
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Exercise: Identify ethical issues in the 

Equifax breach.

Solution: Internal disclosure aligns with 

utilitarian ethics; external disclosure 

aligns with deontology but may violate 

law.
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Ethical Dilemmas in Hacking

Introduction

• Ethical dilemmas in hacking are situations where a 
hacker must choose between two or more options, 
each of which presents a conflict with a professional 
or ethical principle. These situations often arise when 
balancing the need to find vulnerabilities (for the 
client's security) with the potential for causing 
damage or violating privacy and legal 
boundaries. Common dilemmas include deciding how 
much sensitive information is necessary to expose, 
managing the risk of unintentionally disrupting 
systems, and handling findings that fall outside the 
scope. 

• Ethical dilemmas in hacking often involve the 

balance between privacy and security, such as when 

an organization must monitor user activity to 

protect data, which can be seen as an invasion of 

privacy. Other dilemmas include defining the line 

between a white-hat (ethical) and black-hat 

(malicious) hacker, as well as the potential for large-

scale collateral damage if hacking attempts fail 

catastrophically.

• - Hacking intent and authorization define ethical 

dimension
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Theoretical Principles:

- White-hat: ethical, authorized

- Black-hat: malicious, unauthorized

- Grey-hat: ambiguous

Practical Examples:

- White-hat: Bugcrowd testing

- Black-hat: Sony Pictures 2014 hack

- Grey-hat: Disclosed vulnerability

Exercise: Classify hackers in the above examples

Solution: White-hat → Ethical; Black-hat → Illegal/unethical; Grey-hat → 

Ambiguous

Mathematical Problem: ERS_H = Impact*Likelihood / Mitigation = 8*0.5/2 = 2
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Whistleblowing Concepts

• Introduction:

• Define Whistleblowing 

• - Reporting internal wrongdoing;

ethical/legal considerations

• Theoretical Principles:

• - Duty to prevent harm

• - Legal protection: Whistleblower

Protection Act

• Practical Examples: Edward

Snowden, Chelsea Manning, Reality

Winner
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Snowden Case Study

• Introduction:

• - Conflict between ethics and legality in NSA leaks

• Theoretical Principles:

• - Utilitarian: Public interest vs national security harm

• - Deontology: Duty to uphold law vs moral duty

• Exercise: Evaluate ethical and legal aspects

• Solution: Ethical: justified; Legal: violates Espionage Act

• Mathematical Problem: Decision Score = (Benefit-
Harm)/(Legal Risk+Ethical Risk) = (10-7)/(9+2) = 0.27
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WikiLeaks Case Study

• Introduction:

• - Ethical tension between transparency and national security

• Theoretical Principles:

• - Freedom of information vs potential harm

• - Accountability of organizations

• Practical Examples: Collateral Murder video, DNC email leak

• Exercise: Evaluate ethical justification

• Solution: Public benefit=8, Harm=6 → Ethical score=2
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Exercise: Is whistleblowing ethical if 

company sells user data?

Solution: Ethical: Protect public → justified; 

Legal: May face retaliation

Mathematical Problem: Net_Ethical_Score = 

Benefit_public - Harm_organization = 9 - 6 = 

3 (Justified)
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Legal Considerations

• Introduction:

• - Laws governing hacking and whistleblowing

• Theoretical Principles:

• - CFAA: Unauthorized access illegal

• - Whistleblower Protection Act: Legal safeguards

• Practical Example: Employee hacking colleague’s account

• Exercise: Identify violations

• Solution: CFAA violation, company policy breach, unethical behavior

• Mathematical Problem: ERS_H = (Impact*Likelihood)/Mitigation = 7*0.6/3
= 1.4
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Digital Activism

• Introduction:

• - Using technology for social/political change

• Theoretical Principles:

• - Civil disobedience, hacktivism ethics, utilitarian analysis

• Practical Examples: Arab Spring, Anonymous hacktivism

• Exercise: Evaluate ethical risks of hacktivism

• Solution: Utilitarian: Public good > harm → justified with caution

• Mathematical Problem: ERS_H = (Impact*Likelihood)/Mitigation =
9*0.5/3 = 1.5
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Ethical Decision-Making Framework

• Introduction:

• - Guides ethical decisions

• Theoretical Principles:

• - Recognize → Judge → Intend → Act

• - Decision analysis using risk and benefit quantification

• Practical Example: Reporting a system vulnerability

• Exercise: Apply Rest’s Model

• Solution: Recognize → Judge → Intend → Act → ethical action

• Mathematical Problem: Decision Score = (Benefits_public -
Harm_individual)/(Legal Risk+Ethical Risk) = (8-2)/(1+1)=3
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Ethical Decision-Making Framework: A Guide for 

Resolving Dilemmas

Learn to navigate ethical dilemmas with a 

systematic framework for decision-making. 

Understand the steps involved in identifying, 

analyzing, and resolving ethical issues effectively. 

Gain insights into prioritizing values and 

principles to make sound decisions. Evaluate 

outcomes and ensure compliance with ethical 

standards and codes.
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Case Studies & Discussion

• Introduction:

• - Apply theoretical principles to real-world scenarios

• Practical Examples: Sony Pictures Hack, Chelsea
Manning leaks

• Exercise: Identify ethical/legal breaches; propose
mitigation

• Solution: Unauthorized access → illegal/unethical;
Mitigation: stronger controls, reporting
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Homework & References

• Homework:

• - Essay: Ethical dilemmas in whistleblowing and hacking:
Snowden vs WikiLeaks

• - Problem Set: Five scenarios; calculate ERS_H; provide
ethical/legal solutions

• References:

• - Tavani, H. T. (2016). Ethics and Technology. Wiley.

• - Whitman, M. E., & Mattord, H. J. (2018). Principles of
Information Security. Cengage Learning.

• - IEEE Code of Ethics:
https://www.ieee.org/about/corporate/governance/p7-8.html
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Thank you for your listening 
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