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Learning Outcomes

= At the end of today’s session, you will be able to:

v" Define form validation, cookies, and sessions in PHP.
v" Differentiate client-side and server-side validation methods.
v Apply PHP functions to validate user input and manage data.

v Implement cookies and sessions to maintain user state.
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What is Validation?

* Validation in PHP is the process of checking and verifying that the data entered by a
user (usually through a form) is correct, complete, and secure before it’s processed or
stored (e.g., in a database).

* Types of Validation

1. Client-Side Validation: It’s done using HTML or JavaScript before sending data to the
server (like JavaScript checks).

2. Server-Side Validation: It’s done in PHP after the data is submitted. This is more
secure because it can’t be bypassed.
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Validations

* isset() — Checks whether a variable is declared and its value is not NULL.

$name = $ POST[ 'name’];
if (isset($name)) {
echo "Name field exists in the form.";

} else {
echo "Name field is not submitted.”;
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Validations

* is_string( ) — Checks whether a variable is of type string or not.

$name = $ POST[ 'name’];
if (is_string($name)) {
echo "Name is a string.";

} else {
echo "Name is not a string.”;
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Validations

* is_integer( ) — Checks whether a variable is an integer.

$age = 25;
if (is_integer($age)) {
echo '$age is an integer.'; // Sage is an integer.

} else {
echo '$age is not an integer.';
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Validations

* is_numeric( ) — Checks whether a variable is a number or a numeric string, or not.

$number = "1234";
if (is_numeric($number)) {
echo '$number is numeric.'; // Snumber is numeric.

} else {
echo '$number is not numeric.';
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Validations

 empty( ) — Checks whether a variable is empty.

$username = $ POST["username”];
if(empty($username)) {
echo "Username is required.”;

} else {
echo "Welcome,

1 TlllT.

. $username ;
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Cookies and Sessions

* The Hypertext Transfer Protocol (HTTP) is a stateless technology, meaning that it
has no built-in method for tracking a user or remembering data from one page of

an application to the next.

* This is a serious problem, because e-commerce applications, user registration and
login systems, and other common online services rely on being able to follow the

same user from page to page.
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Cookies and Sessions

Fortunately, maintaining state is quite simple with PHP. In this lecture we will
discusses the two primary methods for tracking data: cookies and sessions. You'll
start by learning how to create, read, modify, and delete cookies. Then you’ll see

how easy it is to master sessions, a more potent option for maintaining state

Php
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What Are Cookies

Cookies are small pieces of data that a website stores in your browser (computer) so

it can remember information about you.

Although the browser tracks the pages you visit, allowing you to use the Back button
to return to previously visited pages and indicating visited links in a different color, the

server does not follow what individual users see and do.

November 25, 2025 P11



What Are Cookies

Example:

When you log in to a website, a cookie helps the website remember that you're

logged in so you don’t have to sign in again on every page.
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What Are Cookies

Our website uses cookies

We and our digital partners use cookies to improve your browsing experience, save your
preferences and provide us with information on how you use our website.

For more information about cookies, please see our Privacy Policy.

Cookie Settings Decline All @ Accept cookies
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What Are Cookies

The Importance of Tracking Users

If the server can’t track a user, there can be no shopping carts for making
purchases online. If cookies didn’t exist (or if they’re disabled in the browser),
people wouldn’t be able to use popular sites that require user registration. In
short, without cookies, there would be no Amazon or Facebook or any of the

other most popular or useful sites.
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What Are Cookies

Cookies are simply a way for a server to store information on the user’s
computer. By doing so, the server can remember the user over the course of a

visit or through several visits.

Think of a cookie as a name tag: You tell the server your name, and it gives you

a name tag. Then it can know who you are by referring to the name tag. ?

First Name
Last Name

Organisation
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What Are Cookies

* Cookies are stored by the browser, so technically the browser has access to them.

* Only the website (domain) that set the cookie can read it automatically when you
visit that site again. Other websites cannot access cookies set by a different site.

This is called the same-origin policy.

* So, your browser doesn’t send your personal info to other sites, only to the site

that created the cookie.
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What Are Cookies

* How cookies are sent back and forth between the server and the client.

Web Browser (client) Server

‘ B [T G [T {

ol — - RL Request

5 Cookies and HTML

PHP script

3. URL Request ang Cookies :

HTML page

PHP script
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Setting Cookies

Cookies are created with the setcookie() function.

<?php
setcookie(name, value);
>

<?php
setcookie('Cookie Name', 'This is a cookie value');
>

That line of code sends to the browser a cookie with the name CookieName

and the value This is the cookie value.

P18
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Reading From Cookies

Just as form data is stored in the S_POST array and values passed to a script
in the URL are stored in the S GET array, the setcookie() function places

cookie data in the S COOKIE array

To retrieve a value from a cookie, you only need to refer to the cookie name

as the index of this array,

setcookie(

echo $ COOKIE[
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Reading From Cookies

Passing just the name and value to the setcookie() function is sufficient for
most uses, but the function also accepts up to five additional parameters

that control the cookie’s behavior.

<?php
setcookie(name, value, expire, path, domain, secure, httponly);
7>
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Explanation of Parameters

name —> Name of the cookie

value - Value of the cookie

expire - Expiration timestamp

path - Path where the cookie is available
domain - Domain where the cookie is available
secure = Only send over HTTPS

httponly = Not accessible via JavaScript
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Deleting a Cookie

* The final thing to know about cookies is how to delete them. Although a

cookie automatically expires when the expiration date/time is met.

* Sending a cookie with the same name and an expired timestamp will delete

the existing cookie.
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Deleting a Cookie

For example, to create the cookie username, you write the following code:

<?php setcookie('username’, 'user’s info'); ?>

To delete the username cookie, you write the following code:

<?php setcookie('username’, ", time() - 3600); ?>

N\

To delete a cookie, always set its expiration in the past.
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What Are Sessions

A session, like a cookie, provides a way to track data for a user over a series
of pages. The key difference is that a cookie stores data on the client (in

the browser), whereas session data is stored on the server.
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What Are Sessions

Because of that difference, sessions have numerous benefits over cookies:

* Sessions are generally more secure, because the data isn’t transmitted back and forth

between the client and server repeatedly.
* Sessions allow you to store more information than you can in a cookie.

* Sessions can still work if the user does not accept cookies, by passing the session ID in

the URL.

* You can more easily store other types of data in sessions, such as arrays and Booleans.

November 25, 2025 P25



What Are Sessions

When a session starts, PHP creates a unique session ID.
* That session ID identifies a file on the server that stores session data.
* Each user gets their own session ID.

* To keep the session consistent across pages, PHP needs to know the

session ID every time.

* By default, PHP sends the session ID to the browser using a cookie, so the

browser can send it back on each request.
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What Are Sessions

SessionID 1
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Creating a Session

* Creating, accessing, or deleting a session begins with the session start() function.

* This function will attempt to send a cookie the first time a session is started, so it
must be called prior to any HTML or whitespace being sent to the browser.

Therefore, it should always come before any output.
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Creating a Session

* On pages that use sessions, you should call the session_start() function

as one of the very first lines in your script:

<?php session start(), ?>

* Once the session has been started, you can record data to it by assigning

values to the S_SESSION array:

<?php
S_SESSION['first_name'] = 'Aso' ;
S_SESSION['age'] = 21;

>
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Creating a Session

* Unlike other arrays you might use in PHP, you should always treat this array
as an associative array. In other words, you should explicitly use strings for

the keys, such as first_name and age.

<?php
S_SESSION['first_name'] = 'Aso’ ;
4 SESSION['age'] = 21 :

>

e Each time a value is assigned to the S_SESSION array, PHP writes that data

to a temporary file stored on the server.
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Accessing Session Variables

* The first step is to invoke the session_start( ) function. This is necessary on
every page that will make use of sessions, whether it’s creating a new

session or accessing an existing one.

* To access the stored user’s sessions, refer to S_SESSION[] array.

<?php
echo S_SESSION['first_name'] ;
>
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Deleting a Session

* It's important to know how to delete a session, just as it’s important to
know how to delete a cookie: Eventually you’ll want to get rid of the data

you’ve stored.

* During script execution, session data exists in two places: the S_SESSION

array in memory and the session file on the server.

* You can clear the session variables by resetting the S_SESSION array.

<?php S SESSION=[]; 7?>
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Deleting a Session

* Finally, remove the session data from the server (where it’s stored in

temporary files). To do this use:

<?php session destroy(); ?>
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Comparison

* Comparing cookies and sessions in PHP

Feature Cookies Sessions

Storage location | Browser Server

Lifetime Can persist across browser Usually until the browser closes
sessions

Security Less secure More secure

Size Limited (~4KB per cookie) Can store larger amounts of

data (depends on server)
Accessibility Client & Server Server only
Use Preferences, tracking Sensitive data, login status
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Lab Assesments
and

Next Session’s
 [o] o] e

Lab Assessments

e Lab Exercises.

* Quiz 3 (Practical) from Lecture Note 5.

Next Session’s Topic

e Database Connection & Table Creation in PHP
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