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Overview

Exam Objective : Infroducing Active Directory
Using Roles, Features, and Services

Using Server Manager

Replication

Installing AD DS Role

Adding a Domain Conftroller to an Existing Domain
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Configuring Services

« Server Manager will allow you to view all of the services installed on a server and
stop, start, restart, pause, and resume a service.
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Using GUI Tools

= Server Manager

Server Manager * Local Server - @ | FA Manage Tools  View  Help

i PROPERTIES

For WIN-TGBDSKSDS4S TASKS ¥

2 Dashboard

i Local Server )
- Computer name WIN-TGBDSKSDS4S Last installed updates
WE All Servers Workgroup WORKGROUP Windows Update
WE File and Storage Services b Last checked for updates
Windows Firewall Public: On Windows Error Reporting
Remote management Enabled Customer Experience Improvement P|
Remote Desktop Disabled IE Enhanced Security Configuration
NIC Teaming Disabled Time zone
Ethernet IPv4 address assigned by DHCP, IPv6 enabled  Product ID
Operating system version Microsoft Windows NT 6.2.8400.0 Processors
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM)
Total disk space
<| n ; >

v

Use the Server Manager for the Local Server to
Complete Post-Installation Tasks
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Using GUI Tools

=

©0- ¢

Organize ~

Ethernet
. adatum.local
& Intel(R) PRO/1000 MT Network C...

The Network Connections window
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Using GUI Tools

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(® Use the following IP address::

IP address: |

Subnet mask: |

Default gateway: |

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: |

Alternate DNS server: |

[Jvalidate settings upon exit

The Internet Protocol Version 4 (TCP/IPv4)
Properties sheet

®)5



Using GUI Tools

[ Computer Name | Hardware | Advanced | Remote |

Remote Assistance

[ ] Allow Remote Assistance connections to this computer

Remote Desktop

Choose an option, and then specify who can connect.

(® Don't allow remote connections to this computer:

(O Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

| [ Concel ||

The Remote tab of the System Properties sheet

® © 2013 John Wiley & Sons, Inc.
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Using GUI Tools

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
WIN-TGBDSKSDS4S

Full computer name:
WIN-TGBDSKSDS4S

Member of
(O Domain:

(®) Workgroup:
WORKGROUP

The Computer Name/Domain Changes dialog box

®3



Using the Ping Command

Recycle Bin

Administrator: Windows PowerShell

Indows PowerShell >
Copyright (C) 2 Microsoft Corporation. All rights {served.

PS C:\Users\Adninistrator> ping 192,168.179.2

TTL=128

time<linms

bytes=32 time<dns
bytess32 timecing

t bytes=32 time<ins
: bytes=32 time<ins
; bytes=32 time<ins

® © 2013 John Wiley & Sons, Inc.

Standard
fuild 9200
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Introducing Active Directory

« A directory service is a repository of information about the resources—hardware,
sofftware, and human—that are connected to a network.

« Users, computers, and applications throughout the network can access the
repository for a variety of purposes:
o User authentication
o Storage of configuration data
o Accessing files and printers

® © 2013 John Wiley & Sons, Inc. ® 10



Active Directory Domain Services (AD DS)

AD DS is a directory service that enables administrators to create organizationadl
divisions called domains

A domain is a logical container of network components, hosted by at least one
server designated as a domain controller.

® © 2013 John Wiley & Sons, Inc.



Active Directory Functions

« Authentication is the process of verifying a user’s identity by using:
o Passwords
o Smart cards
o Biometrics (fingerprint scan)

« Avuthorization is the process of granting the user access only to the resources he
or she is permitted to use by using:
o ACLs and ACEs

® © 2013 John Wiley & Sons, Inc.



The Active Directory Architecture

« Active Directory is a hierarchical directory service, based on the domain, which is
scalable in both directions.

* You can subdivide a domain into organizational units and populate it with
objects.

* You can create multiple domains and group them into sites, tfrees, and forests.

« AD DS provides a highly flexible architecture that can accommodate the
smallest and the largest organizations.

® © 2013 John Wiley & Sons, Inc. ® 13
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Active Directory
Logical Components

Organization

. Domains
Units

Domain
Trees

Forests
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Active Directory
Physical Components

Global
Catalog
Servers

Domain
Controllers

Read-Only
Domain
Controllers

Operations
Masters




Global Catalog

Each forest has a global catalog, which is a list of all of the objects in the forest,
along with a subset of each object’s attributes.
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Replication

* Replication is when domain controllers within a domain synchronize their
database information.

|t is imperative that each domain conftroller has a database that is identical to
the others.

® © 2013 John Wiley & Sons, Inc.



Types of Replication

« Single-master replication: A single primary system replicates the contents of its
database to one or more secondary systems on the network.

* Multiple-master replication: It is possible to make changes to domain objects on

any domain controller, which replicates those changes to all of the other domain
controllers.

® © 2013 John Wiley & Sons, Inc. ® 18
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Replication

PDC

I\

Repllcatlon

AN
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Single-master replication

4

BDC



Replication

e Rep|iCAtiON —

Multiple-master replication
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Deploying AD DS

There are many variables that can affect the performance of an Active Directory
installation:

« The hardware you select for your domain controllers
« The capabilities of your network
* The types of WAN links connecting your remote sites

® © 2013 John Wiley & Sons, Inc.
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Using Roles, Features, and Services

* Role: Define the primary function of a server
o Example: Web Server (lIS)

* Feature: A smaller module, typically with a single purpose
o Example: a management tool, extension, or optional component

« Service: Programs that run continuously in the background, waiting for a client to
send a request

® © 2013 John Wiley & Sons, Inc. ®



Adding Roles
and Features

« Use the Add Roles and Features Wizard in the Server Manager.

« Add multiple servers to the Server Manager interface to deploy roles and
features to any of your servers.

® © 2013 John Wiley & Sons, Inc. ®23



Converting a GUI Server to Server Core

DESTINATION SERVER

Remove features WeSVRAdatum loca

Before You Begin To remove one or more installed features from the selected server, clear their check boxes.

Server Selection Features Description

Server Roles e R S R e R S SR This contains the available User
[C] SMTP Server (Not installed) Experience and Infrastructure

] SNMP Service (Not installed) options.
[[] Subsystem for UNIX-based Applications [Deprecai
[[] Telnet Client (Not installed)
[] Telnet Server (Not installed)
[] TFTP Client (Not installed)
User Interfaces and Infrastructure
Graphical Management Tools and Infrastructu
| Desktop Experience (Not installed)
Server Graphical Shell
[] Windows Biometric Framework (Not installed)
[] Windows Feedback Forwarder (Not installed)
[] Windows Identity Foundation 3.5 (Not installed)
[] Windows Internal Database (Not installed)

" I Bl

|<Pl!vious|| Next > | l Remove || Cancel

The Remove features page in Server Manager

® © 2013 John Wiley & Sons, Inc. ®24



Converting a GUI Server to Server Core

Remove features that require Graphical Management
Tools and Infrastructure?

You cannot remove this feature unless dependent features are also
removed.

4 Remote Server Administration Tools
4 Role Administration Tools
DHCP Server Tools
4 User Interfaces and Infrastructure
Server Graphical Shell
4 Windows PowerShell
Windows PowerShell ISE

Remove management tools (if applicable)

Remove Features

The Remove features that require Graphical Management Tools and Infrastructure dialog box

' ®?25
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Deploying Roles to VHDs

 |n addition to installing roles and features to servers on the network, Server
Manager enables administrators to install them to virtual machines that are in an
offline state.

® © 2013 John Wiley & Sons, Inc. ®26
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Installing Roles and Features— Offline VHD

Select desti

Befors You Begin

Installation Type

Server Roles

Features

. DESTINATION SERVER
nation server W8SVRE.adatum.local:C:\Users\2400.0.amd64fre winmain_windre.120518-142...

Select a server or a virtual hard disk on which to install roles and features.

() Select a server from the server pool
® Select a virtual hard disk

Server Pool 1. Select a server on which to mount
the virtual hard disk (VHD).

Filter: | |

If you select a VHD file from a
network share, that share must
grant Read and Write permissions

WB8SVRB.adatum.local 10.0.0.106 VGl n  tothe computer (local system)
WB8SVRC.adatum.local 10.0.0.102 Microsoft Windd| ~ account of the server that you

W8SVRA.adatum.local 10.0.0.101,10.0... Microsoft Windg  Selected to mount the VHD. User-
only account access is not

sufficient.

Name IP Address Operating Syste

<| "
3 Computer(s) found

Virtual Hard Disk . Select an offline VHD file on which

C:\Users\8400.0.amd64fre.winmain_win8rc.120518-1¢. prowse..  'vindows Server 2012 is already
installed, and on which you want

to install roles and features.

|<Previousl| Next > | | Install || Cancel

The Select destination server page in the
Add Roles and Features Wizard
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Installing the AD DS Role

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features

The Add features that are required dialog box in the Add Roles and Features Wizard

@ © 2013 John Wiley & Sons, Inc. @® 28



Installing the AD DS Role

Installation prog ress DESTINATION SERVER

LabSvrA

View installation progress

0 Feature installation
e —

Configuration required. Installation succeeded on LabSvrA.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools E

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous l I Next > I I Close | I Cancel

The Installation progress page in the Add Roles and Features Wizard

@ © 2013 John Wiley & Sons, Inc.
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Creating a New Forest

. . TARGET SERVER
Deployment Configuration LABSVRTadatum.info

Deployment Configuration i
- Select the deployment operation

(O Add a domain controller to an existing domain
O Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operation

Root domain name: i

More about deployment configurations

< Previous I l Next > I

The Deployment Configuration page of the Active Directory Domain Services Configuration Wizard

@® © 2013 John Wiley & Sons, Inc. @ 30



The Domain Controller Options page of the Active Directory Domain Services Configuration Wizard

@ © 2013 John Wiley & Sons, Inc.

Creating a New Forest

Domain Controller Options

Deployment Configuration

Domain Controller Options

TARGET SERVER

Select functional level of the new forest and root domain

Forest functional level: | Windows Server 2012

Domain functional level: I Windows Server 2012

Specify domain controller capabilities

Domain Name System (DNS) server

Global Catalog (GC)

[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: *

Confirm password: *

More about domain controller options

| <Previous|| Next > I
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Creating a New Forest

TARGET SERVER

Additional Options LabSwrA

Deployment Configuration . i . -
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

The NetBIOS domain name: ADATUM

Additional Options
Paths
Review Cptions

Prareguisitas Check

More about additional options

<Brevious|| Next > | I Install Il Cancel

The Additional Options page of the Active Directory Domain Services Configuration Wizard

@ © 2013 John Wiley & Sons, Inc. @® 32



Creating a New Forest

Path TARGET SERVER
aths LabSvrA

Deployment Configuration . i
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options
DNS Options
Additional Options

_ SYSVOL folder: C:\Windows\SYSVOL
Paths

Review Options

Database folder: C:A\Windows\NTDS
Log files folder: C:A\Windows\NTDS

Praraguisites Chack

More about Active Directory paths

| <Pre'vious|| Next > |

The Paths page of the Active Directory Domain Services Configuration Wizard

@® © 2013 John Wiley & Sons, Inc. ® 33



Creating a New Forest

Prerequisites Check O Cervere

| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X

Deployment Configuration o . o . o )
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Options computer

DNS Options Rerun prerequisites check

Additional Options
Paths ~ View results

Review Options 1. Windows Server 2012 domain controllers have a default for the security setting named (Al
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

4. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

A\, Ifyou click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous|| Next > l | Install || Cancel

The Prerequisites Check page of the Active Directory Domain Services Configuration Wizard
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Adding a Domain Controller to an Existing Domain

Select a domain in the forest where the new domain controller will
reside.

adatum.info

The Select a domain from the forest page of the Active Directory Domain Services Configuration
Wizard

@® © 2013 John Wiley & Sons, Inc. ® 35
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Adding a Domain Controller to an Existing Domain

. . TARGET SERVER
Domain Controller Options LabSvrl

Deployment Configuration . i . L .
Specify domain controller capabilities and site information
Domain Controller Options .
Domain Name System (DNS) server

Global Catalog (GC)
[] Read only domain controller (RODC)

Site name: | Default-First-Site-Name [~

Type the Directory Services Restore Mode (DSRM) password

Password: *

Confirm password: *

More about domain controller options

|<,l2revious|| Next > I I Install || Cancel |

The Domain Controller Options page of the Active Directory Domain
Services Configuration Wizard
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Adding a Domain Controller to an Existing Domain

= . TARGET SERVER
Additional Options LabSurl

Deployment Configuration . . .
Specify Install From Media (IFM) Options

Domain Controller Options .
[ Install from media

Additional Options

Paths Specify additional replication options

Review Options Replicate from: [ Any domain controller
Prareguisitas Chack

More about additional options

I < Previous I | Next > |

The Additional Options page of the Active Directory Domain Services
Configuration Wizard

@® © 2013 John Wiley & Sons, Inc. @®37



The Deployment Configuration page of the Active Directory Domain Services Configuration Wizard

@ © 2013 John Wiley & Sons, Inc.

Creating a New Child Domain

in a Forest

TARGET SERVER

Deployment Configuration Labsw2

Deployment Configuration

Select the deployment operation

(O Add a domain controller to an existing domain
® Add a new domain to an existing forest
(O Add a new forest

Specify the domain information for this operation

Select domain type: | Child Domain

Parent domain name: *l

New domain name: ~

Supply the credentials to perform this operation
adatum\Administrator

More about deployment configurations

< Previous | I Next > I
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The Domain Controller Options page of the Active Directory Domain Services Configuration Wizard

@ © 2013 John Wiley & Sons, Inc.

Creating a New Child Domain

in a Forest

Domain Controller Options

Deployment Configuration

Domain Controller Options
DNS Options

Additional Options

Paths

Review Cptions

Prereguisites Check

Select functional level of the new domain

Domain functional level: | Windows Server 2012

Specify domain controller capabilities and site information

Domain Name System (DNS) server
Global Catalog (GC)
[C] Read only domain controller (RODC)

Site name: | Defauit-First-Site-Name

|'|

Type the Directory Services Restore Mode (DSRM) password

Password: seccssee

Confirm password: esscscee

More about domain controller options

TARGET SERVER
ServerC

<Previous | | Next> |

[ Install

| [ cancel
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Installing AD DS on Server Core

* In Windows Server , it is now possible to install Active Directory Domain Services
on a computer running the Server Core installation option and promote the
system to a domain controller, all using Windows PowerShell.

« To Install the AD DS role, use the following command:
Install-WindowsFeature —name AD-Domain-Services -
IncludeManagementTools

® ©2013 John Wiley & Sons, Inc. ® 40



Installing AD DS on Server Core

After installing the role, you must promote the server to a domain conftroller using
the ADDSDeployment PowerShell module.

There are three separate cmdlets for the three deployment configurations:
 Install-AddsForest

e |Install-AddsDomainConftroller
e Install-AddsDomain

® © 2013 John Wiley & Sons, Inc.
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Installing AD DS on Server Core

ey Administrator: Windows PowerShell

:\Users\Administrator> get-help Install-AddsForest

Install-ADDSForest

SYNTAX
Install-ADDSForest -DomainName <string> [-SkipPreChecks] [-SafeModeAdministratorPassword <securestring>]
[-CreateDnsDelegation] [-DatabasePath <string>] [-DnsDelegationCredential <pscredential>] [-NoDnsOnNetwork]
[-DomainMode <DomainMode> {Win2003 | Win2008 | Win2008R2 | Win2012 | Default}] [-DomainNetbiosName <string>]
-ForestMode <ForestMode> {Win2003 | Win2008 | Win2008R2 | Win2012 | Default}] [-InstallDns] [-LogPath <string>]
-NoRebootOnCompletion] [-SkipAutoConfigureDns] [-SysvolPath <string>] [-Force] [-WhatIf] [-Confirm]
<CommonParametersx>]

Syntax for the Install-AddsForest cmdlet in
Windows PowerShell
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Installing AD DS on Server Core

Another way to do this is to use a computer running Windows Server 2012 with the
full GUI option to generate a script.

Begin by running the Active Directory Domain Services Configuration Wizard,
configuring all of the opftions with your desired settings. When you reach the
Review Option page, click the View Script button to display the PowerShell code
for the appropriate cmdlet.

® ©2013 John Wiley & Sons, Inc. @ 43
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Installing AD DS on Server Core

File Edit Format View Help

#

# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSDomainController ~
-NoGlobalCatalog:$true °
-Credential (Get-Credential) °
-CriticalReplicationOnly:$false
-DatabasePath "C:\Windows\NTDS" ~
-DomainName "adatum.info™ ~
-InstallDns:$false °

-LogPath "C:\Windows\NTDS™ ~
-NoRebootOnCompletion:$false °
-SiteName "Default-First-Site-Name" ~
-SysvolPath "C:\Windows\SYSVOL" ~
-Force:$%$true

-~

<< Dl

An installation script generated by the Active Directory Domain Services Configuration Wizard
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Creating User Obijects

« The user account is the primary method for authentication on a network.

« Usernames and passwords are validated at log on by comparing entered
information to the information stored in the AD DS database.

® ©2013 John Wiley & Sons, Inc. @ 45



Types of Users

* Local users: These accounts can only access resources on the local computer
and are stored in the local Security Account Manager (SAM) database on the
computer where they reside.

 Domain users: These accounts can access AD DS or network-based resources,
such as shared folders and printers.

o Account information for these users is stored in the AD DS database and replicated to all
domain controllers within the same domain.

® ©2013 John Wiley & Sons, Inc. ® 44



Create a User with Active Directory Administrative Center

B Active Directory... <

E|'= WELCOME TO ACTIVE DIRECTORY ADMINISTRATIVE CENTER X (A -

lEoe
N & adatu (local) > Learn more about Active Directory Administrative Center
LEARN MORE

Users
Domain Controllers

Use Active Directory Administrative Center to manage IT tasks
il Dynamic Access Control »

Use Active Directory module for Windows PowerShell

P Global Search . ) '
Find answers on Active Directory Forum

Deploy Dynamic Access Control

Get Microsoft Solution Accelerator to help configure Dynamic Access Co

RESET PASSWORD

User name: Domain\UserName

|| WINDOWS POWERSHELL HISTORY

The Active Directory Administrative Center console
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Create a User with Active Directory Administrative Center

@® © 2013 John Wiley & Sons, Inc.

B Active Directory Administrative Center (- [=[5T]
v @ | Manage Help
B Active Directory... < Users (21) Tasks
= ’ E Filter yel CED» v ( é} v <) 1]
Overview Administrator ~
i1 adatum (local) Name Type Description Reset password...
Users ; Administrator RN aceoant for acknind® View resultant password settin...
Domain Controllers & Allowed RODC Password... ~ Group Members in this group ca... { - Add to group...
il Dynamic Access Control » & CertPublishers Group Members of this group ar... Disable
0 Global Search 8. Cloneable Domain Control... Group Members of this group th... Delete
& Denied RODC Password R.. Group Members in this group ca... 7, Move...
Administrator Ve Properties
User logon:  Administrator Expiration:  <Never> Users A
E-mail: Lastlog on: 8/16/2012 11:26 PM New »
Modified:  8/16/2012 11:38 PM D
elete

Description:  Built-in account for administering the computer/domain
Search under this node

Properties

WINDOWS POWERSHELL HISTORY

|¥] Show Al

d i (o}

A container in the Active Directory Administrative Center console
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Create a User with Active Directory Administrative Center

Create User:

%k Account
Organization
Member Of
Password Settings

Profile

@ More Information

The Create User window in the Active Directory Administrative Center console

Account

First name:

Middle initials:

Last name:

Full name: % |

User UPN logon: @ l:E

User SamAccoun... adatum \k

Password:
Confirm password:|

Create in: CN=Users,DC=adatum,DC=info Change...

[[] Protect from accidental deletion

Log on hours... Log on to...

Organization
Display name:
Office:
E-mail:
Web page:
Other web pages...

TASKS v | [ SECTIONS v |

QL IO

Account expires: @ Never
O End of

Password options: -
® User must change password at next log on
O Other password options
[[] Smart card is required for interactive log...
[] Password never expires
[[] User cannot change password

Encryption options:
Other options:

Job title:
Department:
Company:
Manager:
Direct reports:
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Create a User with Active Directory Users and Computers

3 Active Directory Users and Computers l=lo] x |
File Action View Help
e E F0|XEoz B 3 aETE%
] Active Directory Users and Com|| Name Type Description [ A
b [ Saved Queries 2 Administrator User Built-in account for ad...
4 4 adatum.info 2, Allowed RODC Password Replication ...  Security Group... Members in this group c...
b ::I Builtin 82, Cert Publishers Security Group... Members of this group ... =
b :] Computers $2, Cloneable Domain Controllers Security Group... Members of this group t...
b :i] Domain Controllers 82, Denied RODC Password Replication Gr... Security Group... Members in this group c...
b 5' ForeignSecurit.yPrincipaI: 82 DnsAdmins Security Group... DNS Administrators Gro... |
% 9 SEsEgEC S ctos 2, DnsUpdateProxy Security Group... DNS clients who are per...
. e 2 Domain Admins Security Group... Designated administrato...
2 Domain Computers Security Group... All workstations and ser...
$2 Domain Controllers Security Group... All domain controllers i...
< III > || %2, Domain Guests Security Group... All domain guests v

The Active Directory Users and Computers console

@® © 2013 John Wiley & Sons, Inc.
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Create a User with Active Directory Users and Computers

& Createin:  adatum.info/Users

First name:

Last name:

Full name:

User logon name:

@adatum.info

User logon name (pre-Windows 2000):

ADATUM\

The New Object - User Wizard
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Create a User with Active Directory Users and Computers

& Createin: adatum.info/Users

Password:

Confirm password:

[w] User must change password at next logon
[ ] User cannot change password

[ ] Password never expires

[[] Account is disabled

The second page of the New Object - User Wizard
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Using Windows PowerShell

ey Administrator: Windows PowerShell

NAME
New-ADUser

SYNTAX
New-ADUser [-Name] <string> [-WhatIf] [-Confirm] [-AccountExpirationDate <datetime>] [-AccountNotDelegated <boolx>]

[-AccountPassword <securestring>] [-AllowReversiblePasswordEncryption <bool>] [-AuthType <ADAuthType> {Negotiate |
Basic}] [-CannotChangePassword <bool>] [-Certificates <X509Certificate[]>] [-ChangePasswordAtLogon <bool>] [-City
<string>] [-Company <string>] [-CompoundIdentitySupported <bool>] [-Country <string>] [-Credential <pscredential>]
[-Department <string>] [-Description <string>] [-DisplayName <string>] [-Division <string>] [-EmailAddress
<string>] [-EmployeelID <string>] [-EmployeeNumber <string>] [-Enabled <bool>] [-Fax <string>] [-GivenName
<string>] [-HomeDirectory <string>] [-HomeDrive <string>] [-HomePage <string>] [-HomePhone <string>] [-Initials
<string>] [-Instance <ADUser>] [-KerberosEncryptionType <ADKerberosEncryptionType> {None | DES | RC4 | AES128 |
AES256}] [-LogonWorkstations <string>] [-Manager <ADUser>] [-MobilePhone <string>] [-Office <string>]
[-OfficePhone <string>] [-Organization <string>] [-OtherAttributes <hashtable>] [-OtherName <string>] [-PassThru]
[-PasswordNeverExpires <bool>] [-PasswordNotRequired <bool>] [-Path <string>] [-POBox <string>] [-PostalCode
<string>] [-PrincipalsAllowedToDelegateToAccount <ADPrincipal[]>] [-ProfilePath <string>] [-SamAccountName
<string>] [-ScriptPath <string>] [-Server <string>] [-ServicePrincipalNames <string[]>] [-SmartcardLogonRequired
<bool>] [-State <string>] [-StreetAddress <string>] [-Surname <string>] [-Title <string>] [-TrustedForDelegation
<bool>] [-Type <string>] [-UserPrincipalName <string>] [<CommonParametersx>]

Syntax of the New-ADUser cmdlet

@ © 2013 John Wiley & Sons, Inc.
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Adding a Computer
to a Domain

* Creating a computer account: Create a new computer object in Active
Directory and assign the name of an actual computer on the network.

« Joining the computer to the domain: The system contacts a domain controller,
establishes a trust relationship with the domain, locates (or creates) a computer
object corresponding to the computer’'s name, alters its security identifier (SID) to
match that of the computer object, and modifies its group memberships.
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Creating Computer Objects Using Active Directory

@ © 2013 John Wiley & Sons, Inc.

Users and Computers

@‘ Createin: adatum.info/Users

Computer name:

Computer name (pre-Windows 2000):

The following user or group can join this computer to a domain.

User or group:
Default: Domain Admins Change...

[ ] Assign this computer account as a pre-Windows 2000 computer

The New Object - Computer wizard
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Administrative Center

Create Computer: TASKS v | [SECTIONS v |

% computer | Computer ®E©

Managed B
2 4 Computer name: *

Member Of Computer (NetBIOS) name: ¥ |
Create in: CN=Computers,DC=adatum,DC=info Change...
User or Group: Default: Domain Admins Change ...

The above user or group can join this computer to a dom...
[[] Assign this computer account as a Pre-Windows 2000 computer
[[] Protect from accidental deletion

Managed By ®®
Managed by: Office:

Phone numbers Address:

Main: Street

Mobile:
Fax: City | State/Provi..| Zip/Postal..
Countrv/Region: | l > I

Creating Computer Objects with Active Directory

(~) More Information I oK l I Cancel

The Create Computer dialog box
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Overview

Create and Manage Active Directory Groups and Organizational Units (OUs)
Designing an Internal Domain Structure

Working with Organizational Units

Working with Groups

® © 2013 John Wiley & Sons, Inc.
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Using Organizational Units

Reasons for creating an OU:

« Duplicating organizational divisions: The structure of OUs within your domains
should be an extension of the model you used to design the Active Directory
domain structure:

o Geographical
o Departmental
o Political

* Assigning Group Policy settings: To assign different Group Policy settings to a

particular collection of objects.

- Delegating administration: To grant certain individuals administrative responsibility
for a portion of the Active Directory hierarchy, without giving them full access to
the entire domain.
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Using Group Objects
« Create a group when you want to grant a collection of users permission to
access a network resource, such as a file system share or a printer.
« Groups are not part of the AD hierarchy.

 members of a group inherit any permissions that you assign to the group, but they
do not inherit the Group Policy settings from the group’s parent OUs and domain.
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Working with Organizational Units

OUs can be nested to create a design that enables administrators to take
advantage of inheritance.
Limit the number of OUs that are nested, because too many levels can:

o Slow the response fime to resource requests
o Complicate the application of Group Policy settings

® © 2013 John Wiley & Sons, Inc.
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Working with Organizational Units

* There is only one built-in OU by default:
the Domain Controllers OU.

« All other OUs must be created by the domain administrator.
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Containers

Default container objects:
o Users: Contains the domain’s predefined users and groups.
o Computer: Contains computer objects in the domain.

You cannot assign Group Policy settings to computer objects or delegate their
administration.
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Creating OUs

Create Organizational Unit:

TASKS ¥ | [ SECTIONS W |

% Organizational Unit
Managed By

@ More Information

Name:
Address:
| Street
\

Organizational Unit

* |

[ City

| State/Provi... | Zip/Postal... |

é;;l;\try/Region: | | »; l

Qe

Create in: DC=adatum,DC=info

Change...
Description:

|

Protect from accidental deletion

Managed By

®®

Managed by:

Phone number:

Main:
Mobile:

Fax:

Office:

Address:
Street ‘

City | State/Prov...| Zip/Postal..
Country/Region: |

[ oK

The Create Organizational Unit window in the Active Directory Administrative Center console
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Creating OUs

g' Createin:  adatum local/

Name:

I
[#] Protect container from accidental deletion

The New Object — Organizational Unit dialog box in the Active Directory Users and Computers
console
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Creating OUs

Find in this column

| Fmd in this column

il Builtin

B Chicago

B Computers

B8 Domain Controllers
B ForeignSecurityPrincipa
i LostAndFound

B Managed Service Accot
B8 New York

B NTDS Quotas

i Program Data

>
>
>
>
>
>
>
>
>
>

The Move dialog box in the Active Directory Administrative Center console
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Working with Groups

Assign permissions —instead of - Assign permissions for
once for a group each user account
@ <o
@

User

Q
ll User

]
Permissions USer

w @

Groups are collections of user accounts.
Members receive permissions given to groups.
Users can be members of multiple groups.
Groups can be members of other groups.
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Group Types

There are two Windows Server 2012 group types:

 Distribution groups: Non-security-related groups created for the distribution of
information to one or more persons.

« Security groups: Security-related groups created for purposes of granting
resource access permissions to multiple users.
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Group Scopes

The group scope controls which objects the group can contain.
Limits the objects to the same domain or permits objects from remote domains.
Conftrols the location in the domain or forest where the group can be used.

Group scopes available in an Active Directory domain include domain local
groups, global groups, and universal groups.

® © 2013 John Wiley & Sons, Inc.
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Domain Local Groups

Domain local groups can have any of the following as members:
« User accounts

Computer accounts

Global groups from any domain in the forest

Universal groups

Domain local groups from the same domain
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Global Groups

Global groups can have the following as members:
« User accounts

« Computer accounts

« Other global groups from the same domain
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Universal Groups

Universal groups can contain the following members:
« User accounts

« Computer accounts

« Global groups from any domain in the forest

« Other universal groups
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Nesting Groups

Group nesting is the term used when groups are added as members of other
Qroups.
To allow users from multiple domains to access a resource in the parent domain:

1.Create global groups in each domain that contain all users needing access to the
enterprise database.

2.Create a universal group in the parent domain. Include each location's global group as a
member.

3.Add the universal group to the required domain local group to assign the necessary
permission to access and use the enterprise database.
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Creating Groups

Create Group: TAsks v | [SECTIONS v |

%k Group Group ® @
Managed By

Group name: %* | E-mail: [
Member Of Group (SamAccou... 3¢ | | Create in: OU=Sales OU=New

Members Group type: Group scope: York,DC=adatum,DC=local Change...
® Security O Domain local Description:
O Distribution @ Global
O Universal L
[] Protect from accidental deletion Notes:

Password Settings

Managed By

Managed by: Office:

[] Manager can update membership list

Phone numbers:

Main:

Mobile:

Fax: city |State/Province | Zip/Postal code |
Country/Region: l I'I

Address:
‘ Street

Member Of %) (~)

@ More Information

Creating a group in Active Directory
Administrative Center
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Creating Groups

a Createin:  adatum.local/New York/Sales

Group name:

Group name (pre-Windows 2000):

Group scope

O Domain local
(®) Global

O Universal

The New Object — Group dialog box
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Managing Group Memberships

| General | Members | Member Of | Managed By |

Members:

Name

Active Directory Domain Services Folder

The Members tab of a group object’s Properties sheet
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Managing Group Memberships

Select this object type:

Users, Service Accounts, Groups, or Other objects

From this location:

adatum Jocal

Enter the object names to select (examples):

Check Names

The Select Users, Contacts, Computers, Service Accounts, or Groups dialog box
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Questions

1. Compare the advantages and disadvantages of single-master replication versus multiple-
master replication in a large enterprise.

2. In what situations would you choose a Read-Only Domain Controller (RODC) instead of a
standard domain controller?

3. Analyze the risks of giving too many users Domain Admin privileges instead of delegating
control through OUs.

4. How does hardware performance (CPU, RAM, storage) impact Active Directory efficiency?
5. What could happen if the Global Catalog server becomes unavailable in a forest?
6. Design a basic AD structure (domains, OUs, groups) for a company with three departments

and two branch offices. Explain your reasoning.

7. A company has multiple branches connected by WAN links. What factors should be considered
when deploying AD DS to ensure good performance?

8. Explain the difference between logical components and physical components in Active
Directory.

9. Why is replication important in a domain environment?

10. What is the main function of a domain controller?What is the difference between a local user
and a domain user?

11. Why are universal groups recommended when assigning permissions across multiple
domains?
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