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Overview

« Configure File and Share Access

« Designing a File Sharing Strategy

* Creating Folder Shares

« Assigning Permissions

« Configure Print and Document Services

« Deploying a Print Server

« Using the Print and Document Services Role
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Designing a File-
Sharing Strategy

Why store user files on shared server drivese

« To enable users to collaborate on projects by sharing files

 To back up document files more easily

« To protect company information by controlling access to documents
« Toreduce the number of shares needed on the network

® © 2013 John Wiley & Sons, Inc.
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Controlling Access

The principle of “least privieges” states that users should
nave only the privileges they need to perform their required
tasks and no more.

« Users should have complete access and conftrol of their own
files and no privileges to others’ private files.

» Users should have complete control of their own Public
folder, but limited access to others’.

Administrators should have privileges to have full control
over users’ private and public folders.
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Controlling Access

« Always assign permissions to security groups, not to
individuals.

« Utilize domain local groups and global or universal groups to
simplity administration of permissions.

* |[n special cases, use the Deny Access NTFS permission to
override assigned permissions.
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Creating Folder Shares

« Shares must be created in order for network users to be able
to access the disks on the servers. You must determine:
o What folders you will share
o What names you will assign to the shares
o What permissions you will grant users to the shares
o What Offline Files settings you will use for the shares

® © 2013 John Wiley & Sons, Inc. ®4



Creator/Owner

* You can share your own folders.

« Right-click and select Share with > Specific People 1o access
a simplified intferface.

« Use Sharing tab of the folder’s Properties sheet for greater
conftrol.
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Creating Folder Shares

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

v Add

Name Permission Level

2 Administrator Read/Write ¥
$2 Administrators Owner
£2 Everyone Read ¥

I'm having trouble sharing

The File Sharing dialog box
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Creating Folder Shares

[ ] share this folder
Settings

Share name:

Add Remove

Limit the number of simultaneous users to:

Comments;

Permissions

The Advanced Sharing dialog box
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Types of Folder Shares

« Server Message Blocks (SMB)
o The standard file-sharing protocol used by all versions of Windows.
o Requires the File Server role service.

* Network File System (NFS)

o The standard file sharing protocol used by most UNIX and Linux
distributions.

o Requires the Server for NFS role service.

® © 2013 John Wiley & Sons, Inc.
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Create a Folder Share

= Server Manager

« Shares v @ | FA Manage Tools View  Help

SHARES VOLUME —
[HH Servers el /|| shares | Ototal | TASKS W No share is selected.
" velomes There are no shares. Select a share to display its related
| [ Disks volume. =
Storage Pools To create a file share, start the New
Share Wizard.
iSCSI

Go to Volumes Overview >

QUOTA

No data available.

‘ v

The Shares homepage
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Create a Folder Share

Select the profile for this share

File share profile: Description:

Sha cation I SMB Share - Quick . This basic profile represents the fastest way to create an
s SMB Share - Advanced SMB file share, typically used to share files with
Windows-based computers.

SMB Share - Applications

NFS Share - Quick * Suitable for general file sharing
NFS Share - Advanced * Advanced options can be configured later by
using the Properties dialog

|<Previous H Next > | I Create || Cancel |

The Select the profile for this share page in the New Share Wizard
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Create a Folder Share

Select the server and path for this share

Select Profile Server: ,
Server Name Cluster Role Cwner Node

Shareame ServerA Not Clustered

Other Settings

Permissions

Share location:
(@ Select by volume:

Volume Free Space Capacity File System
4 491GB 59.7GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

(O Type a custom path:

|<Previous|| Next > I | Create |I Cancel |

The Select the server and path for this share page of the New Share Wizard
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Create a Folder Share

Specify share name

Select Profile Share name:

Share Location
Share description:

Local path to share:
[EA\Shares\
o If the folder does not exist, the folder is created.

Remote path to share:
\\Server8\

The Specify share name page of the New Share Wizard
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Create a Folder Share

Configure share settings

Selact Profile [] Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
Share Nams folder from the user's view.

Share Location

Allow caching of share

Permissions Caching makes the contents of the share available to offline users. If the BranchCache for
Network Files role service is installed, you can enable BranchCache on the share.

[] Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.

Learn more about configuring SMB cache settings

[] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

|<Previous|| Next > | I Create || Cancel

The Configure share settings page of the New
Share Wizard

© 2013 John Wiley & Sons, Inc.
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Create a Folder Share

Specify permissions to control access

Select Profile
Share Location
Share Name
Other Settings
Permissions

Confirmation

Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Share permissions: Everyone Full Control

Folder permissions:

Type
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Principal Access

Applies To

Everyone Read & execute This folder, subfolders, and files

BUILTIN\Users Special
BUILTIN\Users Special
CREATOR OWNER Full Control
NT AUTHORITYASYSTEM  Full Control
BUILTINVAdministrators  Full Control
BUILTINVAdministrators  Full Control

I_,C_ustomize permissions... I

This folder, subfolders, and files
This folder and subfolders
Subfolders and files only

This folder, subfolders, and files
This folder, subfolders, and files
This folder only

| Create || Cancel l

The Specify permissions to control access page of the New Share Wizard

© 2013 John Wiley & Sons, Inc.
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Create a Folder Share

Confirm selections

Select Profile Confirm that the following are the correct settings, and then click Create.

Share Location
SHARE LOCATION

Server: ServerB
Other Settings Cluster role: Not Clustered
Permissions Local path: E:\Shares\Docs

Share Name

Confirmation SHARE PROPERTIES
Share name: Docs
Protocol: SMB
Access-based enumeration: Disabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled

The Confirm selections page of the New Share Wizard
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FA Manage Tools View Help

— SHARES VOLUME )
[ Servers el || shares | 1 total ‘ TASKS = Docs on ServerB !ﬂé&s v |
0 Volumes s ol & New Volume (E)
i Disks - : Capacity: 20.0 GB

Storage Pools Share Local Path

0.8% Used m 156!
4 ServerB (1) | 19.9
iSCSI Docs E\Shares\Doc:

Go to Volumes Overview >

QUOTA

Docs on ServerB
L |

The new share on the Shares homepage in
Server Manager

© 2013 John Wiley & Sons, Inc.
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Assigning Permissions

The four permissions systems:
« Share permissions: Control access to folders over a network.

* NTFS permissions: Control access to the files and folders
stored on disk volumes formatted with the NTES file system.

» Registry permissions: Conftrol access to specific parts of the
Windows registry.

» Active Directory permissions: Confrol access to specific
parts of an Active Directory Domain Services (AD DS)
hierarchy.

® © 2013 John Wiley & Sons, Inc. ®19



Windows Permissions Architecture

« Access Control List (ACL)

« Access Conftrol Entries (ACEs)
« Security principal

® © 2013 John Wiley & Sons, Inc.

/L

Permission

/

Folder

ACL

Sales — Read \

Managers — Full
Control

=3

]SmKDeny Access

Security Principal
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Windows Permissions

|

| General | Sharing | Securtty | Previous Versions | Customize |
Object name:  E:\Shares‘\Docs

Group or user names:

2 CREATOR OWNER
2 SYSTEM

ICSERVERR) Adminictratare)
m

To change permissions, click Edit.

Pemissions for Everyone

Full control

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemmissions

| Close H Cancel || Apply I

The Security tab of a Properties sheet

® © 2013 John Wiley & Sons, Inc. ®?2]



Allowing and Denying

Permissions
 Additive

o Start with no permissions and then grant Allow permissions
(preferred method).

 Subtractive

o Start by granting Allow permissions and then grant Deny
permissions.

® © 2013 John Wiley & Sons, Inc. ®



Inheriting Permissions

EVERYONE
Read
List Folder Contents

® © 2013 John Wiley & Sons, Inc.

Permissions run downward through a hierarchy

EVERYONE
Read
List Folder Contents

EVERYONE
Read

List Folder Contents

EVERYONE
Read
List Folder Contents

XFER
—
=  Alice
=  Ralph
>
- Ed
o
| Trixie

EVERYONE
Read
List Folder Contents

EVERYONE
Read -3 XFER
List Folder Contents
Read
ALICE . .
Alice List Folder Contents
Full Control
Full Control
Read
RALPH ' e
— Ralph List Folder Contents
Full Control
Full Control
ED e € Read
Cor d List Folder Contents
Full Control .
Full Control
EVERYONE
TRIXIE ' Read
Full Control =  Trixie List Foder Contens
Full Control

®23



Effective Access

The combination of Allow permissions and Deny permissions
that a security principal receives for a system element:

« Allow permissions are cumulative.
« Deny permissions override Allow permissions.

« Explicit permissions take precedence over inherited
permissions.

® © 2013 John Wiley & Sons, Inc. ®24



Effective Access

Name: E:\Shares\Docs
Owner: Administrators (SERVERB\Administrators) @ Change

Permissions I Share I Auditing I Effective Access |

Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a
domain, you can also evaluate the impact of additions to the security token for the account.

User/ Group:  Select a user

Include group membership lClickAdd items V’ | Add items |

Device: Select a device

Include group membership [ClickAdd items VI | Add items I

View effective access

The Effective Access tab of the Advanced Security Settings dialog box

® © 2013 John Wiley & Sons, Inc. ®?25



Setting Share Permissions

Share Pemissions l

Group or user names:

Pemissions for Everyone
Full Control

Change

Read

Leam about access control and pemissions

Lok [[ Camcel [| oy |

The Share Permissions tab for a shared folder

® © 2013 John Wiley & Sons, Inc. ® 26



Share Permissions

Share permission

Allows or denies security principals the ability to:

Full Control

Change file permissions.
Take ownership of files.
Perform all tasks allowed by the Change permission.

Change

Create folders.

Add files to folders.

Change data in files.

Append data to files.

Change file attributes.

Delete folders and files.

Perform all actions permitted by the Read permission.

Read

Display folder names, filenames, file data, and attributes.

Execute program files.
Access other folders within the shared folder.

® © 2013 John Wiley & Sons, Inc.
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The Permissions page of a share’s Properties sheet in Server Manager

® © 2013 John Wiley & Sons, Inc.

Docs

General

Permissions =

Settings

Set Share Permissions

Show All
+

+

Permissions

Permissions to access the files on a share are set using a combination of
folder permissions, share permissions, and, optionally, a central access

policy.

Share permissions: Everyone Full Control

Eolder permissions:

' Type Principal
Allow Everyone
Allow BUILTIN\Users
Allow BUILTIN\Users
Allow CREATOR OWNER
Allow NT AUTHORITY\ASYSTEM
Allow BUILTINVAdministrators
Allow BUILTINVAdministrators

Access

Applies To

Read & execute This folder, subfolc

Special
Special
Full Control
Full Control
Full Control
Full Control

This folder, subfolc
This folder and suk
Subfolders and file
This folder, subfolc
This folder, subfolc
This folder onlx ]

[<] "

l [>]

|_Qustomize permissions... I
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Set Share Permissions

Name: E:\Shares\Docs

Owner: Administrators (SERVERB\Administrators) Change

Permissions | Share I Auditing | Effective Access

To modify share permissions, select the entry and click Edit.

Network location for this share: \\ServerB.adatum.local\Docs

Permission entries:

Type Principal

Access
8 Allow Everyone

Full Control

| [ Concel || apply |

The Share tab of the Advanced Security Settings dialog box for a share in
Server Manager
® © 2013 John Wiley & Sons, Inc.
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Set Share Permissions

Principal:  Select a principal

Type: Allow

Permissions:
["] Full Control
["]Change
Read

["] Special permissions

A Permission Entry dialog box for a share in
Server Manager

® © 2013 John Wiley & Sons, Inc. ®30
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Set Share Permissions

Select this object type:

User, Group, or Builtin security principal

From this location:

adatum local

Enter the object name to select (examples):

[

Check Names

The Select User, Computer, Service Account, or Group

dialog box
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Set Share Permission

Name: E:\Shares\Docs

Owner: Administrators (SERVERB\Administrators) Change

Permissions | Share I Auditing | Effective Access

To modify share permissions, select the entry and click Edit.

Network location for this share: \\ServerB.adatum.local\Docs

Permission entries:

Type Principal
82, Allow Everyone
a Allow Domain Users (ADATUM\Domain Users)

Access
Full Control
Change

® © 2013 John Wiley & Sons, Inc.

A new share permission entry in a share’s access

control list
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NTFS Authorization

* NTFS and ReFS support permissions.

« Every file and folder on an NTFS or ReFS drive
has an ACL with ACEs, each of which contains
a security principal and their permissions.

« Security Principals are users and groups
identified by Windows using security identifiers
(SIDs).

« During authorization, when a user accesses @
file/folder, the system compares the user’s SIDs
to those stored in the element’s ACEs to
deftermine that user’s access.

® © 2013 John Wiley & Sons, Inc. ®33



NTFS Basic Permissions — Full

Control
Folder File
- Modify the folder . Modify the file
pEermissions. ermissions
« Take ownership of the p S
folder. « Take ownership of
« Delete subfolders and the file.
]tg?égr?mdmed nthe Perform all actions
. Perform all actions associated with all
associated with all ofher NTFS file
other NTFS folder permissions.
pEermissions.

® © 2013 John Wiley & Sons, Inc. ®34



NTEFS Basic Permissions —Modify

Folder
 Delete the folder.

 Perform all actions
associated with the
Write and the Read
& Execute
permissions.

® © 2013 John Wiley & Sons, Inc.

File
* Modity the file.
¢ Delete the file.

 Perform all actions
associated with the
Write and the Read
& Execute
permissions.
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NTFS Basic Permissions —Read

Folder File
« See the files and « Read the contents
subfolders of the file.
contained in the . View the ownership,
folder. oermissions, and

* View the ownership, attributes of the file.
permissions, and
attributes of the
folder.

® © 2013 John Wiley & Sons, Inc. ® 36



NTEFS Basic Permissions — Write

Folder File
 Create new files « Overwrite the file.
and subfolders « Modify the file
INnside the folder. attributes.
* Modity the folder . View the ownership
attributes. and permissions of
* View the ownership the file.

and permissions of
the folder.

® © 2013 John Wiley & Sons, Inc.
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Assign Basic NTFS Permissions

Name: E:\Shares\Docs

Owner: Administrators (SERVERB\Administrators) Change

Permissions Share | Auditing I Effective Access I

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type  Principal Access Inherited from
% Allow  Administrators (SERVERB\Ad...  Full control None
2, Allow  Administrators (SERVERB\Ad...  Full control E\
8 Allow  SYSTEM Full control E\
82 Allow  CREATOR OWNER Full control E\
% Allow  Users (SERVERB\Users) Special EN\
8 Allow  Everyone Read & execute E\
32, Allow  Users (SERVERB\Users) Create folders / appen... E\

Applies to

This folder only

This folder, subfolders and files
This folder, subfolders and files
Subfolders and files only

This folder, subfolders and files
This folder, subfolders and files
This folder and subfolders

I Add l| Remove l ‘ View I

| Disable inheritance |

["]Replace all child object permission entries with inheritable permission entries from this object

The Advanced Security Settings dialog box for a share in Server Manager

® © 2013 John Wiley & Sons, Inc.
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Assigning Advanced
NTFS Permissions

Principal: ~ Domain Users (ADATUM\Domain Users) Select a principal

Type:  |Allow v

Applies to: IThis folder, subfolders and files v |

Advanced permissions: Show basic permissions
[C] Full control [] Write attributes
[ Traverse folder / execute file [] Write extended attributes
[v] List folder / read data ["] Delete subfolders and files
[¥] Read attributes ["] Delete
[¥] Read extended attributes [] Read permissions
[] Create files / write data [[] Change permissions
[T] Create folders / append data [] Take ownership

[ Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

The Permission Entry dialog box displaying
Advanced Permissions

® © 2013 John Wiley & Sons, Inc. ® 39



Combining Share and NTFS

Everyone

® © 2013 John Wiley & Sons, Inc.

Permissions

Shared
Folder

File A

File B

NTFS Volume
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Windows Print Architecture

* Print device: The actual hardware that produces hard-copy
documents on paper or other print media.

 Printer: The software interface through which a computer
communicates with a print device.

* Print server. A computer (or standalone device) that receives
print jobbs from clients and sends them to print devices that are
either locally attached or connected to the network.

 Printer driver: A device driver that converts the print jobs
generated by applications into an appropriate string of
commands for a specific print device.

® © 2013 John Wiley & Sons, Inc. ® 4]



Print Device

® © 2013 John Wiley & Sons, Inc.

Windows Printing

Workstation

Print Server

The Windows Print Architecture

Printer
Driver
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Windows Printing

To install a printer in Windows:

« Select the print device'’s specific manutacturer and model.

» Specity the port (or other interface) the computer will use to
access the print device.

« Supply a printer driver specifically created for that print
device.

® © 2013 John Wiley & Sons, Inc. ® 43



Sharing a Printer

If a computer is to support heavy printer use, the following
hardware upgrades might be needed:

« Additional system memory
« Additional disk space (for qgueued print jobs)
 Make the computer a dedicated print server

® © 2013 John Wiley & Sons, Inc. ® 44



Sharing a Printer

A printer can be shared during the installation or any time
after.
To install a printer:

« USB: Upon connection and power up, a driver will
automatically be installed, unless Windows does not have a

driver.

* Network-attached printers: An installation program supplied
with the device will locate, install, and configure.

® © 2013 John Wiley & Sons, Inc. ® 45



Share a Printer

o I %8
@@ < fl@ « Hard... » Devicesa.. » v ¢ | | Search Devices and Printers L I

Add a device  Add a printer = v @

4 Devices (4)

N B P

Generic_ Non-PnP SERVERB VMware Virtual VMware, VMware
Monitor USB Mouse Virtual S SCSI
Disk Device

4 Printers (5)

- -

Microsoft XPS MS Publisher HP LaserJet 5200 HP LaserJet HP Laseret
Document Writer Imagesetter PCL6 Class Driver P205X series P205X series
PCL6 Class Driver |  PCL6 Class Driver

HP LaserJet P205X series PCL6 Class Dri... State: 0 Default
g Model: HP Laserlet P205X series PCL6...

Category: Printer

The Devices and Printers window
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Share a Printer

General | Sharing | Ports | Advanced | Color Management | Security | Device Settings |

/ You can share this printer with other users on your network. The
ﬁ printer will not be available when the computer is sleeping or turned
off.

[ Share this printer

Share name:

[ Render print jobs en client computers

[] List in the directory

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer,

I Additional Drivers... I

OK || Cancd || ppy |

The Sharing tab of a printer’s Properties sheet
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Managing Documents

« By default everyone can print and manage their own
documents

« Allow Manage Documents permission allows users to
manager other user's documents

 Managing refers to:
o Pausing
o Resuming
o Restarting
o Canceling

® © 2013 John Wiley & Sons, Inc. ® 48



Manage Documents

Printer Document View

Document Name Status Owner Pages Size Submitted ~ Port
Test Page Printing Administra... 1 189 KB 6:44:26 PM 7/21/2012 10.0.0.254

A Windows Server 2012 print qgueue window
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The Print and Document Services
Role

« The Windows Server 2025 detault installation configuration
makes available all printer sharing and management
capabillities discussed In the previous sections.

« For administrators involved with enterprise network prinfing,
installing the Print and Document Services role on the

computer provides additional tools that are particularly
useful.
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The Print and Document
Services Role

2 Server Manager [= [ [
v @ | FA Manage View
e EVENTS
&2 Dashboard All events | 0 total TASKS ¥ |
i Local Server
- Filter “/E:E\ v l'rﬁ\'n v
& All Servers i L E/ =/ \7 —
g A ices P > ’
8 Fleand o Soes Server Name ID Severity Source log Date and Time 8|

i® Is
@ Remote Desktop Services P

SERVICES .

All services | 5 total LTASL(S,fi'

Filter p C_E/' - |\@n ~ (V)
- = & v

The Print Services node in Server Manager
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File Action View Help

Using the Print
Management Console

e @ = H=

= Print Management |
b 7 Custom Filters
[ i Print Servers
p=n Deployed Printers

Name

7. Custom Filters

i Print Servers

= Deployed Printers

More Actions

® © 2013 John Wiley & Sons, Inc.

The Print Management console
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