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Overview

* Deploy and Configure DNS Service

« Understanding the DNS Architecture
* Designing a DNS Deployment

* Deploying a DNS Server
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Understanding the
DNS Architecture

e Host names are easier for us to remember than IP addresses.

« Computers nheed to resolve the host names we use to [P
addresses in order to communicate with other computers.

* This conversion process is referred 1o as name resolution.

 Host tables were used when networks were small, but are
Impractical today.

 Today, Domain Name System (DNS) servers convert host
names into IP addresses.
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Creating a DNS Standard

At Its core, the DNS is still a list of names and their equivalent [P
addresses, but the methods for creating, storing, and

retrieving those names is very different from those in a host
table. The DNS consists of three elements:

 The DNS hame space
« Name servers
« Resolvers
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The DNS Name Space

 The DNS standards define a tree-structured name space in
which each branch of the tree identifies a domain.

e Fach domain contains a collection of resource records that
contain host names, IP addresses, and other information.

* Query operations are attempfts to refrieve specific resource
records from a particular domain.
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Name Servers

A DNS serveris an application running on a server computer
that maintains informatfion about the domain free structure

and (usually) contains authoritative information abbout one
or more specific domains in that structure.

« The application responds to queries for information about
the domains for which it is the authority and forwards queries
about other domains to other name servers.

* This enables any DNS server to access information about any
domain in the tree.
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Resolvers

« Aresolver is a client program that generates DNS queries
and sends them to a DNS server for fulfillment.

e« A resolver has direct access to at least one DNS server and

can also process referrals to direct its queries to other servers
when necessary.
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Creating a DNS Standard

REQUEST REQUEST

Resolver

® © 2013 John Wiley & Sons, Inc.

DNS
Server

DNS servers relay requests and replies to other
DNS servers

Authoritative
DNS Server
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DNS Naming

Root
1 [ '
. m r
Top-level domains net co org
Second-level domains tailspin contoso adatum
tailspin.com contoso.com adatum.com

The DNS domain hierarchy

® © 2013 John Wiley & Sons, Inc.
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Top-Level Domains

* The root name servers do nothing but respond to millions of
requests by sending out the addresses of the authoritative
servers for the top-level domains.

« The top-level domain servers do the same for the second-
level domains.

* There are no hosts in the root or fop-level domains.

® © 2013 John Wiley & Sons, Inc.
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Country Code Domains

There are hundreds of two-letter country-code top-level
domains (ccTLDs):

- fr for France
« de for Deutschland (Germany)

« ys for the United States
 ca for Canada

Each domain is permitted to establish its own prices and
requirements for registration of subdomains.

® © 2013 John Wiley & Sons, Inc.
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DNS Communications

* Type a URL containing a DNS hame (www.microsoft.com)
INtfo the browser's Address box and press Enter.

* You will see a message that says something like “Finding Site:
www.microsoft.com.”

 Then, a few seconds later, you will see a message that says
“Connecting to,"” followed by an IP address.

* |tis during this interval that the DNS name resolution process
OCCUIS.

® © 2013 John Wiley & Sons, Inc. ®12



DNS Communications

Resolver DNS

A DNS client sends a name resolution request to its designated DNS server

® © 2013 John Wiley & Sons, Inc.
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DNS Communications

Root name
server

Resolver DNS
Server

The client’s DNS server forwards an iterative query to a root name server

® © 2013 John Wiley & Sons, Inc.
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DNS Communications

Root name
server

S e S
0 | —_I— o
Resolver DNS Top-level domain
Server authoritative server

The client’s DNS server forwards an iterative query to a top-level domain
server
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DNS Communications

Root name
server

Resolver Top-level domain

authoritative server

Second-level domain
authoritative server

The client’'s DNS server forwards an iterative query to a second-level
domain server

® © 2013 John Wiley & Sons, Inc.
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DNS Communications

Root name
server

Resolver Top-level domain

authoritative server

Second-level domain
authoritative server

The client’s DNS server returns the IP address supplied by the authoritative
server to the client

® © 2013 John Wiley & Sons, Inc.
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DNS Server Caching

* DNS servers are capable of retaining the information they
learn about the DNS name space in the course of their
name resolution procedures and storing It in a cache on the
local drive.

* The next fime that a client requests the resolution of a
previously resolved name, the server can respond
Immediately with the cached information.
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First Name Resolution Request

DNS Server Caching

Second Name Resolution Request

Resolver

Root name

server
Top-level domain Resolver DNS
authoritative server Server

Second-level domain
authoritative server

Root name
server

Top-level domain
authoritative server

Second-level domain
authoritative server

Name caching enables the second name resolution request for the same name

® © 2013 John Wiley & Sons, Inc.
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Negative Caching

* Negative caching occurs when a DNS server retains
Information about names that do not exist in a domain.

» Top-level domain server will return a reply containing an

error message which will then be retained in the requesting
DNS server’s cache.
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DNS Forwarders

* DNS servers send recursive queries to other servers when you
configure a server to function as a forwarder.

 On a network running several DNS servers, you may not
want all the servers sending queries 1o other DNS servers on

the Internet.
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DNS Forwarders

Debug logging | Eventlogging | Monitoring | Security
Interfaces Fowarders | Advanced |  Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

[] Use root hints if no forwarders are available

Note: If conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

Lok [ Camcd || ooy [[ Heb |

The Forwarders tab on a DNS server’s Properties sheet
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Reverse Name Resolution

 Reverse name resolution is when a computer needs to
convert an |IP address into a DNS name.

« A special domain called in-addr.arpa is specifically
designed for reverse hame resolution.

« For example, to resolve the I[P address 192.168.89.34 intfo @

name, a DNS server would locate a domain called
89.168.192.in-addr.arpa in the usual manner and read the
contents of a resource record named 34 in that domain.
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Deploying a DNS Server

» Install the DNS Server role, using the Add Roles and Features
Wizard in Server Manager.

* The server is ready to perform caching-only name resolution
services for any clients that have access to if.

» Use the DNS Manager console to configure the DNS server’s
other capabillities.
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Deploying a DNS Server

File Action View rHelp
e« Floz Hm § 88
|a DNSl Name

b & SERVERB | SERVERB

The DNS Manager console
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Creating Zones

* A zone is an administrative entity you create on a DNS server
to represent a discrete portion of the DNS namespace.

« /ones always consist of entire domains or subdomains.

« Usually, administrators create multiple zones on a server and
then delegate most of them to other servers for hosting.

« Every zone consists of a zone database, which contains the
resource records for the domains in that zone.
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Zone lypes

* Primary zone: Contains the master copy of the zone
database, where administrators make all changes to the

Zzone's resource records.

« Secondary zone: A duplicate of a primary zone on another
server that contains a backup copy of the primary master
zone database file, stored as an identical tfext file on the
server’s local drive.

« Stub zone: A copy of a primary zone that contains the key
resource records that identify the authoritative servers for

the zone. The stub zone forwards or refers requests.
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Create an Active Directory Zone

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

The Zone Type page of the New Zone Wizard
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Create an Active Directory Zone

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
() To all DNS servers running on domain controllers in this forest: adatum.local

(®) To all DNS servers running on domain controllers in this domain: adatum.local:

() To all domain controllers in this domain (for Windows 2000 compatibility): adatum.local

() To all domain controllers specified in the scope of this directory partition:

The Active Directory Zone Replication Scope page of the New Zone Wizard
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Create an Active Directory Zone

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

The Zone Name page of the New Zone Wizard
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Create an Active Directory Zone

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.
(O Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

The Dynamic Update page of the New Zone Wizard
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Creating Resource Records

When you run your own DNS server, you create a resource
record for each host name that you want to be accessible by
the rest of the network.
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Types of Resource Records (1)

The most important types of resource record used by DNS servers:

« SOA (Start of Authority): Indicates that the server is the best
authoritative source for data concerning the zone. Each zone must
have an SOA record, and only one SOA record can be in a zone.

* NS (Name Server): Identifies a DNS server functioning as an authority
for the zone. Each DNS server in the zone (whether primary master or
secondary) must be represented by an NS record.

« A (Address): Provides a name-to-address mapping that supplies an
IPv4 address for a specific DNS name. This record type performs the
primary function of the DNS, converting names to addresses.

 AAAA (Address): Provides a name-to-address mapping that supplies
an IPvé address for a specific DNS name. This record type performs the
primary function of the DNS, converting names to addresses.

® © 2013 John Wiley & Sons, Inc. ®33



Types of Resource Records (2)

* PTR (Pointer): Provides an address-to-name mapping that supplies @
DNS name for a specific address in the in-addr.arpa domain. This is the
functional opposite of an A record, used for reverse lookups only.

« CNAME (Canonical Name): Creates an alias that points to the
canonical name (i.e., the “real” name) of a host identified by an A

record. Used to provide alternative names by which systems can be
identified.

« MX (Mail Exchanger): [dentifies a system that will direct e-mail traffic
sent fo an address in the domain to the individual recipient, a mail
gateway, or another mail server.
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Create an Address
Resource Record

Name (uses parent domain name if blank):

Fully qualified domain name (FQDN):

adatum.local.

IP address:

[ ] Create associated pointer (PTR) record

[ ] Allow any authenticated user to update DNS records with the
same owner name

Add Host

The New Host dialog box
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Create an Address
Resource Record

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(®) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

The Reverse Lookup Zone Name page in the New
Zone Wizard
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Create an Address
Resource Record

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
|1o 0 0

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
0.0.10.in-addr.arpa

The second Reverse Lookup Zone Name page in the New Zone Wizard
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Create an Address
Resource Record

Pointer (PTR)

Host IP Address:

|

Fully qualified domain name (FQDN):
| 0.0.10.in-addr.arpa |

Host name:
| | [oromse...|

[JAllow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

The New Resource Record dialog box
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Delegation of Control

Delegation of control - a person with higher
security privileges assigns authority to a person
of lesser security privileges to perform certain
tasks

Commonly delegated tasks include
« Create, delete, and manager user accounts

« Reset wuser passwords and force password
change atf next logon

« Read all user information

« Create, delete, and manage groups

«  Modify the membership of a group

«  Manage group policy links

« Generate Resultant Set of Policy (Planning)
« Generate Resultant Set of Policy (Logging)
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Delegation of Control

File Action View Help
e 2@ 0/ XEBez Hm tearYah

] Active Directory Users and Com|| Name Type Description
b | Saved Queries
4 F3 Sybex.com
b 2] Africa
p @1 Asia
p ] Builtin
p | Computers
p =] Domain Controllers
b (2] Europe
b . ForeignSecurityPrincipal
p | Managed Service Accour
4 3] North America

B G = e
b @l South Am DelegateComrol...h

There are no items to show in this view.

b ] Users Move...
Find...
New >
All Tasks >
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Delegation of Control

Users or Groups
Select one or more users or groups to whom you want to delegate control. W
Selected users and groups: eare n
Add Remove

® © 2013 John Wiley & Sons, Inc. ® 4]



Delegation of Control
" Delegation of Control Wizard L

Enter the object names to select (examples):
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Delegation of Control

1asks to Delegate
You can select common tasks or customize your own.

(® Delegate the following common tasks:

[v] Create, delete, and manage user accounts

[v] Reset user passwords and force password change at next logon

[v] Read all user information
[v] Create, delete and manage groups

Modify the membership of a group
Group Policy links
Generate Resultant Set of Policy (Planning)

[
<

(O Create a custom task to delegate

® © 2013 John Wiley & Sons, Inc.
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Configuring DNS
Server Settings

Once you have installed a DNS server and created zones and
resource records on it, there are many settings you can alter
to modity its behavior.
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Configuring Active Directory
DNS Replication

Choose how you want zone data to be replicated.
() To all DNS servers running on domain controllers in this forest: adatum.local

(®) To all DNS servers running on domain controllers in this domain: adatum.local

(O To all domain controllers in this domain (for Windows 2000 compatibility):
adatum.local

(") To all domain controllers in the scope of this directory partition:

The Change Zone Replication Scope dialog box
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Configuring Root Hints

Debug Logging

Event Logging |  Monitori

Interfaces I

ForwardetslPdvanced

Root Hints

Root hints resolve queries for zones that do not exist on the local DNS
server. They are only used if forwarders are not configured or fail to

respond.

Name servers:

a.root-servers.net.
b.root-servers.net.
c.root-servers.net.
d.root-servers.net.
e.root-servers.net.
f root-servers.net.
g.root-servers.net.
h.root-servers.net.

_irnnt, nat

Server Fully Qualfied Domain Name (FQDN)

IP Address
[198.41.0.4]

[192.228.79.201]

[192.33.4.12]
[128.8.10.90]
[192.203.230.10]
[192.5.5.241]
[192.112.36.4]
[128.63.2.53]

K

[>]

11 v, I A

| Copy from Server |

| [ Concel || ooty || Heb

I

The Root Hints tab on a DNS server’s Properties sheet
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Deploying and Configuring
the DHCP Service
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Overview
* Deploy and Configure Dynamic Host Configuration Protocol
(DHCP) Service
« Understanding DHCP
» Designing a DHCP Infrastructure
* Deploying a DHCP Server
e Using PXE
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Understanding DHCP

The Dynamic Host Configuration Protocol (DHCP) service:

« Automatically configures the IP address and other TCP/IP
settings on network computers by assigning addresses from

a pool (called a scope) and reclaiming them when they are
No longer in use.

« Saves fime.
* Prevents configuration errors.
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Understanding DHCP

DHCP consists of three components:

 DHCP server application: Responds to client requests for
TCP/IP configuration settings.

 DHCP client: Issues requests 1o servers and applies the TCP/IP
configuration settings it receives 1o the local computer.

« DHCP communications protocol: Defines the formats and
sequences of the messages exchanged by DHCP clients
and servers.
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Understanding DHCP

Three different IP address allocation methods:

 Dynamic allocation: The DHCP server assigns an IP address to a
client computer from a scope, for a specified length of fime.
DHCP servers only lease addresses to clients with this method.

« Automatic allocation: The DHCP server permanently assigns an IP
address to a client computer from a scope. It is essentially
dynamic allocation with an indefinite lease.

* Manual allocation: The DHCP server permanently assigns a
specific IP address to a specific computer on the network. It is
called a reservation. You use manuadlly allocated addresses for
computers that must have the same IP address at all fimes.
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DHCP Options

There are many other TCP/IP parameters that can be
configured by DHCP besides the IP address:

 Magic cookie

« Opftion format

« DHCP Message Type option

 Pad option

« Option Overload option

« Vendor-Specific Information option
* End option
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DHCP Communications

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
() Use the following IP address:

IP address: I

Subnet mask: I

Default gateway: I

(®) Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DNS server: [

Alternate DMS server: |

[ ] validate settings upon exit

The Internet Protocol Version 4 (TCP/IPv4)
Properties sheet
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Regulating DHCP Network Traffic

Several factors can effect network traffic and you can make
configuration choices that will change the amount of traffic
generated by DHCP:

 Place DHCP servers close to the clients.
« Adjust the lease duration so there are fewer renewals.
« Make the lease duration unlimited.
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Deploying a DHCP Server
 The DHCP Server service is packaged as a role in Windows
Server .

* Install the role, through the Add Roles and Features Wizard in
Server Manager.

 DHCP servers operate independently, so you must install the

service and configure scopes on every computer that will
function as a DHCP server.
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Creating a Scope

« A scope is arange of IP addresses on a particular subnet
that are selected for allocation by a DHCP server.

« Create ascope using the DHCP snap-in for Microsoft
Management Console (MMC).
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Create a DHCP Scope

File Action View Help

@« @ = HE 8

DHCP Contents of DHCP Status
b & serverb.adatum.local d serverb.adatum.local

More Actions

The DHCP console

® © 2013 John Wiley & Sons, Inc. ®57



Create a DHCP Scope

Scope Name
You have to provide an identifying scope name. You also have the option of providing f
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: ||

Description: I

The Scope Name page in the DHCP console
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Create a DHCP Scope

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses. f

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: |

End IP address: |

~ Configuration settings that propagate to DHCP Client

Length: | 0 _,:
|

The Address Range page in the DHCP console
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Create a DHCP Scope

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the |
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

Excluded address range:

The Add Exclusions and Delay page in the
DHCP console
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Create a DHCP Scope

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope. |

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours:  Minutes:

[ B o= o=

The Lease Duration page in the DHCP console
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Create a DHCP Scope

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the |
scope.

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers {default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and overide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

% ¥Yes, | want to corfigure these options now:
" No. | will configure these options later

The Configure DHCP Options page in the DHCP console

® © 2013 John Wiley & Sons, Inc. ® 42



Create a DHCP Scope

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope. [

To add an |P address for a router used by clients, enter the address below.
|P address:

Down

The Router (Default Gateway) page in the
DHCP console
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Create a DHCP Scope

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients [
on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain:

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
servers.

Server name: IP address:

| .
Resolve I 10.0.0.2

Down I

<Back || Nea> || Concel |

The Domain Name and DNS Servers page in the
DHCP console
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Create a DHCP Scope

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

¢ Yes, | want to activate this scope now:

" No., | will activate this scope later

The Activate Scope page in the DHCP console
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Configuring DHCP Options

The Windows DHCP server supports two kinds of options:

« Scope options: Supplied only to DHCP clients receiving
addresses from a particular scope.

« Server options: Supplied to all DHCP clients receiving
addresses from the server.
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Configuring DHCP Options

General |Advanced

Available Options | Description A
(W] D02 Time Offset UTC offset i
01 003 Router Amay of rout
[J 004 Time Server Aray of time
[] 005 Name Servers Aray of namz
<] [ [>]

—Data entry

The Scope Options dialog box
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Creating a Reservation

* Areservation is a manually allocated address.

» Used for computers whose IP addresses must remain the
same (static), like domain controllers, DNS servers, and
Intfernet web servers.

+ Allows you to manage all of your IP addresses through
DHCP.
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Creating a Reservation

Provide information for a reserved client.

Reservation name:

IP address:

MAC address:
Description:

% Both

A DHCP server’s New Reservation dialog box
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