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Overview

« Windows Server Backup and Recovery
« Operational Master Roles
« Removing a Domain Controller
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Backup and Recovery

« Windows Server Backup essentially a feature that you can install onto any
machine, that provides a set of wizards and other tools for you to perform basic
backup and recovery tasks for the server it is installed on.
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Backup and Recovery

« Users can use the Windows Server Backup service to back up full Server, the
system state, the selected volumes, and the specified files and folders.
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Backup and Recovery

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features
Server Selection L_| TFTP Client A
Server Roles [] WebDAV Redirector

T [C] Windows Biometric Framework
Features b ¢ Windows Defender Features (Installed)
Confirmation [C] Windows Identity Foundation 3.5

[C] Windows Internal Database
b [m] Windows PowerShell (2 of 5 installed)
b [] Windows Process Activation Service
[C] Windows Search Service
[C] Windows Server ration Tools
[] Windows Standards-Based Storage Management
[C] Windows TIFF IFilter
[C] WinRM IS Extension
[C] WINS Server
[C] Wireless LAN Service
[[] VM Shielding Tools for Fabric Management
v WoW64 Support (Installed)
[] XPS Viewer

< Previous | | Next
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Backup and Recovery

i Server Manager

Manage Tools View Help

@1 F

Active Directory Sites and Services

Server Manager * Dashboard

-

WELCOME TO SERVER MANAGER

Dashboard Active Directory Users and Computers

il Local Server ADSI Edit
ii All Servers . ik Component Services
g AD DS 0 Conflgure this local server Computer Management
~ Defragment and Optimize Drives
e= DNS QUICK START Disk Cleanup
g File and Storage Services D 2 Add roles and features DNS
Event Viewer

3 Add other servers to manage .
Group Policy Management

WHAT'S NEW iSCSI Initiator

IS

Create a server group
Local Security Policy
Connect this server to cloud services Microsoft AalireServices
ODBC Data Sources (32-bit)
LEARN MORE ODBC Data Sources (64-bit)

Performance Monitor

v

Print Management
ROLES AND SERVER GROUPS

Roles: 3 | Servergroups:1 | Servers total: 1

Resource Monitor

Services

F = File and Storage System Configuration
il ADDs 1] | & ons 1| | g e 9 1 . o
Services System Information
(® Manageability (® Manageability @® Manageability Task Scheduler
Windows Firewall with Advanced Security
Events Events Events
Windows Memory Diagnostic
Services Services Services I Windows PowerShell
Performance Performance Performance Windows PowerShell (x86)
BPA results BPA results BPA results WWindowePoweShellSE
Windows PowerShell ISE (x86)
Windows Server Backup
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Backup and Recovery

a wbadmin - [W Local)\Local Backup] — X
File Action View Help
e znm BE
» Windows Server Backup (1| : A~ | Actions
& Local Backup Local BaCkUp 1@ Backup Once Wizard % =
3& You can perform Q o Backup Schedule...
Qy Backup Options @ Backup Once...
A No backup has been cq up. 19 Recover..
Messages (Activity from last Create a backup now using: Configure Perfformance Settings...
Time - Select Backup Configurat... Scheduled backup options View 4
Specify Destination Type Choose this option if you have created a scheduled backup ﬂ Help
X X and want to use the same settings for this backup.
Confirmation
(@ Different options
Backup Progress g .
Choose this option if you have not created a scheduled backup
or to specify a location or items for this backup that are
different from the scheduled backup.
To continue, click Next.
Status
Last Backup
Status: -
Time: -
View details
< Previous Next > Backup Cancel
v
< > ||« 2
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Managing Operations Masters

Guidelines for placing the Operations Master roles:
* Place the domain-level roles on high-performance domain controllers.

* Do not place the infrastructure master on a global catalog server unless you
have only one domain or all the domain controllers in your forest are also global

catalogs.

« The Schema Master and Domain Naming Master should be on domain conftrollers
in the forest-root domain.

* |f the Primary Domain Controller (PDC) Emulator becomes overworked, you
should offload non-AD DS roles to other servers, upgrade the PDC Emulator, or
move the PDC Emulator to a more powerful computer.

® ©2013 John Wiley & Sons, Inc. ®3



Viewing the Operations Masters Role Holders

The easiest way to view the holders of all Operations Masters at once:
netdom query fsmo

To view the RID Masters, PDC Emulators, or Infrastructure Master, use the Active
Directory Users and Computers console.
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Viewing Operations Masters

Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.8406001]
(c) 2012 Microsoft Corporation. All rights reserved.

\Windows\system32>netdom query fsmo
Schema master WIN2012SRU.contoso.com
Domain naming master WIN2B12SRU.contoso.com
WIN2B@12SRU.contoso.com
ID pool manager WIN2012SRU.contoso.com

Infrastructure master WIN2B12SRU.contoso.com
he command completed successfully.

:\Windows\system32>

Viewing the holders of the Operations Masters roles at the command
prompt
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Viewing the Operations Masters Role Holders

« To view the holder of the Domain Naming Master role, use the Active Directory
Domains and Trusts console.

« To view the holder of the Schema Master role, use the Active Directory Schema.
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View the Holders of RID Master, PDC Emulator, or
Infrastructure Master

File Action ‘iew Help

Y IEIEREIEEEEN IR Y SR &K

] Active Directory Users and Com|| Mame Type Description
b ] Saved Queries " Builtin builtinDomain
. contosg.com e Container Default containe
b [ Buil Delegate Control. Organizational Unit
b C;I C?n Find BitLocker recovery password Organizational Unit Default containe
b i,] Dire Find... s Container Default containe
:: % E:r: Change Domain... lost&ndFound Default containe
b B Lost Change Domain Controller.. nts Eontamer ge:au:t ::ontalne
- ontainer efault location
b ] Mar Raise domain functional lewvel... : o
b | Proc 3 Container Builtin system s¢
= Sysé Operations Masters... Container - —
b [ Use New » msDS-QuotaContainer Quota specificat
b [ NTC Al Tasks » msTPM-InformationObjectsContainer
b ] TPM View R infrastructurellpdate
Refresh
Export List...
Properties
Help

<] ] | [>1I<] [ [>]

Domain operations masters

Selecting Operations Masters



View the Holders of RID Master, PDC Emulator, or
Infrastructure Master

RID IPDC Ilnfrastructure

The operations master manages the allocation of RID pools to other Domain
Controllers. Only one server in the domain performs this role.

Operations master:
|WIN2|J1 25RV.contoso.com

To transfer the operations master role to the following
computer, click Change.

|WIN2IJ1 25RV.contoso.com

|| Cancel |

Using the Active Directory Users and Computers console to view the holders of the domain-based
Operation Masters roles
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View the Domain Naming Operations Master Role Holder

The domain nhaming operations master ensures that domain hames are
unique. Only one Active Directory Domain Controller in the enterprise
performs this role.

Domain naming operations master:

WIN20125RY.contoso.com

To transfer the domain haming master role to the
following computer, click Change.

WIN2012SRY.contoso.com

Using the Active Directory Domains and Trusts console to view the holders
of the Domain Naming

Operations Master
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View the Schema Master Operations
Master Role Holder

« For adding schema master do the following steps
« Cmd =2 regsvr32 schmmgmt.dll
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View the Schema Master Operations

Master Role Holder

Add or Remove Snap-ins

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ins:

Opening the Add or Remove Snap-in dialog box

Snap-in Vendor ~ [| Console Root Edit Extensions...
[ Active Directory Do... Microsoft Cor...
&Active Directory Sch... Microsoft Cor... | = Remove
ﬁﬂ.ﬂ.ctive Directory Site... Microsoft Cor...
] Active Directory Use... Microsoft Cor... Move Up
= ActiveX Control Microsoft Cor...
2 ADSI Edit Microsoft Cor... Move Down
Authorization Manager Microsoft Cor...
& Certificate Templates  Microsoft Cor...
Gl Certificates Microsoft Cor...
iﬁlCertification Authority  Microsoft Cor...
:"- Component Services Microsoft Cor...
;§' Computer Managem... Microsoft Cor...
éDevice Manager Microsoft Cor...
' DFS Management Microsoft Cor... Advanced...
Description:
‘You can use the Active Directory Domains and Trusts snap-in ko manage Active Directory domains and trusts.,
| | Cancel




Transferring the Operations Masters Role

Reasons to transfer the Operations Master:

« Planned maintenance

« Retiring a domain conftroller that holds a role of Operations Master

* Moving a role of Operations Master to a domain controller with more resources

Transferring a FSMO role requires that the source domain controller and the target
domain controller be online.
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Transfer the Holders of RID Master, PDC Emulator, or
Infrastructure Master

File Action

View Help

e« znE 8l &

Oz Hm 3aETER

§| Active Dirg

b ] Saved
[ ﬁ contos

‘ Change Domain...

Change Domain Controller..,

All Tasks

Refresh

Help

5
5
ncipals

[ Managed Service Accounts

"I Program Data
[ System

[ Users

[ NTDS Quotas
] TPM Devices
Infrastructure

Type Description
builtinDomain

Container Default containe
Organizational Unit
Organizational Unit Default containe
Container Default containe
lost&ndFound

Container Default containe

Default containe

Container Default location
Container

Container

msDS-QuotaContainer

msTPM-InformationObjectsContainer

infrastructurellpdate

Choose a specific Domain Controller to connectto

Selecting the Change Domain Controller option

® 18



@® © 2013 John Wiley & Sons, Inc.

Transfer the Holders of RID Master, PDC Emulator, or
Infrastructure Master

Change Directory Server ILI

Current Directory Server:
WIN20125RY. contoso.com

Change to:
(®) Any wiitable Domain Controller
(O This Domain Controller or AD LDS instance

Name Site DC Type DC Version Status
<Type a Directory Server name[:port] here>

WIN20125RY.contoso.com Default-First-Site-Name ~ GC Windows... Online
Win20125rv2.contoso.com Default-First-Site-Name ~ GC Windows... Online

[] Save this setting for the current console

0K | | Cancel | | Help

Selecting a domain controller to transfer the role to



Seizing the Operations Masters Role

 |f a domain controller that holds an Operations Master role has an unrecoverable
failure, you cannot transfer roles because the current domain controller is not
online. Therefore, you need to seize the role.

« Seizing a FSMO role is a drastic measure that should be performed only in the
event of a permanent role holder failure.

« To seize a role of an Operations Master, you use the ntdsutil.exe Ufility.
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Seize the Role of an Operations Master Holder

Administrator: Command Prompt - ntdsutil

\>ntdsutil
tdsutil: roles
if smo maintenance: connections
erver connections: connect to server win2B12srv2.contoso.com
Binding to win2@12srv2.contoso.com ...
onnected to win2B12srv2.contoso.com using credentials of locally logged on user
erver connections: quit
if smo maintenance: seize pdc
Attempting safe transfer of PDC FSMO hefore seizure.
[FSMO transferred successfully — seizure not required.
Server "win2012srv2.contoso.com'” knows about 5 roles
Schema — CN=NTDS Settings.CN=WIN2812SRU,CN=Servers,CN=Default—-First—-Site—Name.CN
=8ites ,.CN=Conf iguration.DC=contoso.DC=com
aming Master — CN=NIDS Settings.CN=WIN2812SRU,CN=Servers.CN=Default—-First-Site-—
ame ,CN=Sites ,.CN=Conf iguration.DC=contoso.DC=com
IPDC — CN=NTDS Settings,.CN=WIN2012SRU2.CN=Servers,CN=Default—-First—-Site—Name.CN=8
ites,.CN=Conf iguration.DC=contoso,.DC=com
ID — CN=NTDS Settings.CN=WIN2@12SRU,.CN=Servers.CN=Default—-First—Site—Name,.CN=Si
es,.CN=Conf iguration,.DC=contoso.DC=com
Infrastructure — CN=NTDS Settings,.CN=WIN2012SRU.CN=Servers,CN=Default-First-Site
Name .,CN=Sites,.CN=Conf iguration,.DC=contoso.DC=com
f smo maintenance:

Seizing the PDC Emulator role




Removing a
Domain Controller

« Toremove a domain controller from an AD DS installation, you must begin by
running the Remove Roles and Features Wizard.

« Select Demote this Domain Controller.
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Remove a Domain Controller

Q Validation Results

The validation process found problems on the server from which you want to remove features.
The selected features cannot be removed from the selected server. Click OK to select different

features.

Validation

Results S

~ €  LABSVRI.adatuminfo

The Active Directory domain controller needs to be demoted before the AD DS role can
be removed.

Demote this domain controller

The Validation Results dialog box of the Remove Roles and Features Wizard
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Remove a Domain Controller

. TARGET SERVER
Credentials LABSVR1.adatum.info

Credentials . . .
Supply the credentials to perform this operation

ADATUM\Administrator (Current user)

[] Force the removal of this domain controller

New Administrator Passw...

Review Opticons

. The server will be automatically restarted after the demotion operation. Role removal needs to
be performed after the restart.

More about removal credentials

|<Erevious || Next > | I Demote || Cancel |

The Credentials page of the Active Directory Domain Services Configuration Wizard
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Remove a Domain Controller

5 = TARGET SERVER
New Administrator Password R ———
Credentials Password: i
New Administrator Passw... (RSt ei ’
More about removal administrator password
| < Previous | | Next > | I Demote I | Cancel |

The New Administrator Password page of the Active Directory Domain Services Configuration Wizard
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